
PORTUGAL  (PORTUGAL) : Trusted List

Tsl Id: TrustServiceStatusList

Valid until nextUpdate value: 2016-09-09T23:00:00Z

TSL signed on: 2016-03-11T18:23:18Z

PDF generated on: Fri Mar 11 19:26:41 CET 2016

ETSI 2014 - TSL HR - PDF/A-1b generator

PORTUGAL  (PORTUGAL) - Trusted List ID: TrustServiceStatusList Page 1



TSL Scheme Information

TSL Id TrustServiceStatusList

TSLTag http://uri.etsi.org/19612/TSLTag

TSL Version Identifier 4

TSL Sequence Number 24

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUgeneric

Scheme Operator Name

Name [ en ] Gabinete Nacional de Segurança

Name [ pt ] Gabinete Nacional de Segurança

PostalAddress

Street Address [ en ] Rua da Junqueira, 69

Locality [ en ] Lisbon

State Or Province [ en ] Lisbon

Postal Code [ en ] 1300-342 Lisboa

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Rua da Junqueira, 69

Locality [ pt ] Lisbon

State Or Province [ pt ] Lisbon

Postal Code [ pt ] 1300-342 Lisboa

Country Name [ pt ] PT

ElectronicAddress

URI mailto:geral@gns.gov.pt

URI https://www.gns.gov.pt

Scheme Name
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Name [ en ] PT:Supervision/Accreditation Status List of certification services from Certification Service

Providers, which are supervised/accredited by the referenced Scheme Operator’s Member State
for compliance with the relevant provisions laid down in Directive 1999/93/EC of the European
Parliament and of the Council of 13 December 1999 on a Community framework for electronic
signatures.

Name [ pt ] PT:Relação das Entidades Certificadoras que estão registadas ou credenciadas pela Autoridade
Credenciadora, no cumprimento das disposições previstas na Directiva 1999/93/CE do
Parlamento Europeu e do Conselho de 13 de Dezembro de 1999, relativa ao quadro comunitário
para as assinaturas electrónicas.

Scheme Information URI

URI [ en ] https://www.gns.gov.pt/trusted-lists.aspx

URI [ pt ] https://www.gns.gov.pt/trusted-lists.aspx

Status Determination Approach http://uri.etsi.org/TrstSvc/TrustedList/TSLType/StatusDetn/EUappropriate

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon

URI [ pt ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/PT

Scheme Territory PT

Policy Or Legal Notice

TSL Legal Notice [ en ] The applicable legal framework for the present TSL implementation of the Trusted List of
supervised/accredited Certification Service Providers for Portugal is Directive 1999/93/EC of
the European Parliament and of the Council of 13 December 1999 on a Community framework
for electronic signatures and its implementation in Portugal laws.

TSL Legal Notice [ pt ] O quadro jurídico aplicável à presente implementação desta TSL (Trusted-Service Status List) é
a Directiva 1999/93/CE do Parlamento Europeu e do Conselho de 13 de Dezembro de 1999,
relativa ao quadro comunitário para as assinaturas electrónicas e sua aplicação nas leis de
Portugal, nomeadamente, o Decreto-Lei n.º 290-D/99, de 2 de Agosto.

Historical Information Period 65535

Pointer to other TSL - EUROPEAN UNION

1.EU TSL - MimeType: application/pdf

TSL Location https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-hr.pdf

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3
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Serial Number: 1492226578499537332866138882233785298979252

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: GlobalSign Organization Validation CA - SHA256 - G2

Issuer  O: GlobalSign nv-sa

Issuer  C: BE

Subject  CN: ec.europa.eu

Subject  O: European Commission

Subject  L: Brussels

Subject  ST: Belgium

Subject  C: BE

Valid from: Tue Mar 03 09:51:02 CET 2015

Valid to: Fri Apr 20 12:05:05 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C1:41:17:51:63:3B:65:40:E2:72:2F:4F:73:2D:5D:3A:32:7D:63:0D:15:84:6F:25:CD:92:20:91:77:A5:C6:4D:65:C5:0A:
F7:0C:0D:2F:78:FF:94:E0:79:F9:E0:01:09:30:D2:84:97:FC:7D:08:26:C8:47:00:53:B8:17:84:5C:3D:0C:58:1F:9D:7B:26:98:0D:5A:EF:DC:F3:6E:CE:4A:5B:39:26:03:01:04:E2:57:D2:61:C6:C9:A0:2B:94:6A:F0:FB:F6:86:91:
E2:FD:F2:BF:B1:99:31:56:9B:F2:75:EE:A9:6B:DE:73:0C:D0:59:3E:AC:97:EA:F1:D2:88:21:D5:B6:DE:28:EF:70:43:99:5B:12:04:70:D4:C2:E5:C8:51:F6:91:48:9E:32:18:C2:C0:ED:A7:40:9F:54:31:36:8B:BB:BA:71:E0:BA:
59:EE:D9:5A:55:EB:58:ED:4A:4C:3E:21:80:0F:7E:24:72:DD:58:22:82:56:26:59:58:6D:BC:FB:8E:60:0B:99:10:1D:2E:FB:EE:E7:2E:88:71:EE:07:E2:3D:24:0C:9F:E5:DF:32:E2:55:E0:A2:39:1A:AB:C7:C9:E0:8A:24:B5:2D:
F3:52:72:4B:F3:DA:C6:F3:8D:52:6F:5D:BA:B1:60:01:32:B5:94:2F:C3:11:17:74:F3:02:03:01:00:01

Certificate Policies Policy OID: 2.23.140.1.2.2

CPS pointer: https://www.globalsign.com/repository/

Subject Alternative Name ec.europa.eu

Basic Constraints IsCA: false

Extended Key Usage id_kp_serverAuth

CRL Distribution Points http://crl.globalsign.com/gs/gsorganizationvalsha2g2.crl

Authority Info Access http://secure.globalsign.com/cacert/gsorganizationvalsha2g2r1.crt

http://ocsp2.globalsign.com/gsorganizationvalsha2g2
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 Subject Key Identifier 3D:97:0D:29:38:4A:2D:4F:97:0A:4C:5F:2F:C6:ED:D6:E9:90:94:87

Authority Key Identifier 96:DE:61:F1:BD:1C:16:29:53:1C:C0:CC:7D:3B:83:00:40:E6:1A:7C

Key Usage: digitalSignature  - keyEncipherment

Thumbprint algorithm: SHA-256

Thumbprint: E2:B6:C3:00:9A:FA:80:BC:AB:2E:B5:FE:C5:A2:C4:AE:06:06:AC:A2:05:BA:4E:D6:2F:2F:B7:6C
:C1:1E:08:DA

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Operator Name

Name [ en ] European Commission

Name [ de ] Europäische Kommission

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

Scheme Territory EU

Mime Type application/pdf

2.EU TSL - MimeType: application/vnd.etsi.tsl+xml

TSL Location https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-mp.xml

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 39412537426916277225789487251870326397

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----
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Signature algorithm: SHA256withRSA

Issuer  CN: ISA CA

Issuer  O: FNMT-RCM

Issuer  C: ES

Subject  CN: (SIGN) AGNIESZKA BAJNO

Subject  O: EUROPEAN COMMISSION

Subject  C: BE

Valid from: Fri Dec 19 09:42:39 CET 2014

Valid to: Wed Dec 19 09:42:39 CET 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A2:0E:A7:41:07:28:3E:51:CE:AF:05:D8:0C:3F:B0:8F:7F:25:C2:7D:73:6D:A9:53:4C:92:FB:C9:6D:CD:EC:E8:0E:F7:
F7:92:08:86:39:9C:68:1F:9E:C9:5A:A4:2D:FA:BD:23:BD:45:B4:B1:5B:77:15:E0:22:42:7F:69:C6:65:DB:19:1F:13:49:A5:FE:08:1B:80:84:B0:1C:AE:8B:7D:14:18:50:0D:B4:13:E5:16:3F:EB:E5:AB:DF:D0:EA:C3:18:A4:C8:
D8:7F:FA:B0:DD:AC:C2:0B:38:DE:0A:DC:44:54:39:CA:DF:D9:3E:13:88:82:35:E3:CC:AE:2C:DF:A2:05:30:11:B5:18:64:50:51:20:C9:A3:EB:AF:DD:C6:EE:05:C3:63:74:5A:E8:DD:99:A6:F5:3C:A9:0E:FD:7D:E1:FD:4D:
C1:74:5B:14:EA:27:D5:6B:5A:22:C2:4D:2B:3C:38:F8:C2:82:03:20:FD:04:15:40:4D:0C:46:2D:87:82:4F:6B:59:B7:70:C5:6D:24:97:65:B0:5F:4A:77:F0:19:EE:DE:31:CF:7D:4B:5D:87:AF:F3:30:00:F2:61:53:06:59:A6:27:A7:
69:D5:4D:94:C3:56:C7:0B:AD:C5:C0:CE:E4:7A:E6:39:DB:71:BF:C5:61:F4:C2:A5:03:0B:CD:E1:02:03:01:00:01

Subject Alternative Name AGNIESZKA.BAJNO@EC.EUROPA.EU

Basic Constraints IsCA: false

Subject Key Identifier 87:BC:12:A3:F9:B3:16:E2:36:B4:8A:C2:03:42:D3:41:6C:49:F9:23

Authority Key Identifier 47:ED:F8:63:F0:99:AF:5E:FE:7E:0E:5C:58:CB:FE:E2:35:37:A6:BD

Certificate Policies Policy OID: 1.3.6.1.4.1.5734.3.4.1

CPS pointer: http://www.cert.fnmt.es/dpcs/

CPS text: [Qualified certificate. Under the usage conditions asserted in the FNMT-RCM CPS (106,
Jorge Juan street,28009, Madrid, Spain).]

Policy OID: 0.4.0.1456.1.1

Authority Info Access http://ocspISAca.cert.fnmt.es/ocspISAca/OcspResponder

http://www.cert.fnmt.es/certs/ISACA.crt

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_RetentionPeriod: 15

id_etsi_qcs_LimiteValue

      Value: 200

      Currency: EUR

id_etsi_qcs_QcSSCD

CRL Distribution Points ldap://ldapISAca.cert.fnmt.es/CN=CRL1,cn=ISA%20CA,o=FNMT-
RCM,C=ES?certificateRevocationList;binary?base?objectclass=cRLDistributionPoint

http://www.cert.fnmt.es/crls_ISAca/CRL1.crl
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Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 55:F5:07:DE:3A:84:C6:3F:29:F0:46:93:F7:30:AD:D1:73:CA:DF:A0:9B:76:AB:07:F5:F9:74:84:12:
FD:9A:AA

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 505234932823532549198528995630307842349301805796

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: QuoVadis EU Issuing Certification Authority G2

Issuer  OU: Issuing Certification Authority

Issuer  O: QuoVadis Trustlink B.V.

Issuer  C: NL

Subject  CN: EC_CNECT

Subject  OU: DG CONNECT

Subject  O: European Commission

Subject  L: Etterbeek

Subject  ST: Brussel

Subject  C: BE

Valid from: Fri Dec 04 13:09:35 CET 2015

Valid to: Tue Dec 04 13:09:24 CET 2018
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Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B5:74:28:3E:63:F8:0C:F4:99:0C:AB:87:71:E7:2A:5F:A7:6E:AC:A2:9C:CC:0B:A2:12:29:9B:64:0B:AE:3A:03:10:F4:
FE:E0:D8:42:16:AC:00:AE:C0:D2:D7:2B:11:57:8A:4C:4E:48:95:A0:FA:76:32:B4:9F:ED:CB:ED:67:8D:86:BC:36:68:69:E0:C6:1C:E1:4A:05:DD:6C:D0:0A:2C:FA:DD:AB:4A:F4:0B:8D:38:CA:CE:0C:16:80:1A:B4:0D:62:
A5:F2:B8:47:AD:FA:2E:4D:6A:26:D1:60:F1:2D:A6:D5:F3:A1:8D:0F:89:FE:99:BF:7A:9A:B8:19:42:26:77:FB:91:B1:A4:1E:AF:6C:87:CB:04:5E:73:1A:58:68:E6:D0:41:E7:6B:C3:53:87:52:E3:9F:30:9B:E8:DD:9C:6A:94:03:
B7:E4:51:AD:48:81:79:ED:D8:31:24:F7:16:8D:E4:29:04:CA:68:1B:EF:71:80:09:E0:C8:2C:FF:DF:83:BF:09:B9:D9:D2:1A:31:CD:6F:68:FD:4C:37:67:54:5B:8E:44:58:32:AD:69:17:D5:F5:F9:64:03:2D:22:4F:C3:FC:AA:F5:2
4:C8:69:F5:5C:15:E7:33:F8:32:A2:13:AA:F5:C4:9A:3F:4F:6F:3C:C5:FA:02:B9:85:3E:54:12:8B:02:03:01:00:01

Certificate Policies Policy OID: 0.4.0.1456.1.2

Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.nl/documenten

QCStatements - crit. = false id_etsi_qcs_QcCompliance

Authority Info Access http://ocsp.quovadisglobal.com

http://trust.quovadisglobal.com/qveucag2.crt

Authority Key Identifier E0:F8:0E:F9:D4:B5:F2:7F:49:23:B6:C3:79:C7:A3:35:1F:86:7A:88

CRL Distribution Points http://crl.quovadisglobal.com/qveucag2.crl

Subject Key Identifier 41:7F:78:5E:C0:C5:CD:01:4D:89:21:A9:6E:84:2A:07:9D:CC:8B:20

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 59:C8:0D:CC:74:29:CC:FD:8C:2B:15:90:FE:88:5F:B4:F6:C7:7F:7C:9C:BB:4B:82:A6:2C:B1:C2:7
F:F4:E2:46

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 694395474722160626358886281620874695673047986886

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: QuoVadis EU Issuing Certification Authority G2

Issuer  OU: Issuing Certification Authority

Issuer  O: QuoVadis Trustlink B.V.

ETSI 2014 - TSL HR - PDF/A-1b generator

PORTUGAL  (PORTUGAL) - Trusted List ID: TrustServiceStatusList Page 8



Issuer  C: NL

Subject  CN: EC_DIGIT

Subject  OU: Informatics

Subject  O: European Commission

Subject  L: Etterbeek

Subject  ST: Brussel

Subject  C: BE

Valid from: Wed Oct 30 13:27:11 CET 2013

Valid to: Sun Oct 30 13:27:11 CET 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:98:24:92:AB:C9:99:96:A4:9D:00:BB:73:A1:FA:2C:4A:F7:74:6B:50:E4:87:CE:07:71:C0:65:9C:4E:65:B6:FC:B5:D3:3
5:28:C4:CE:DE:C0:22:7C:90:B9:1C:D1:5E:21:67:74:EF:6E:EE:66:3F:95:E6:40:6B:52:FD:FA:CC:4B:3E:57:18:8D:D7:22:41:99:C2:73:9D:7E:09:D9:30:B2:3D:F2:E4:D8:D4:44:2C:6B:BA:E5:5C:2B:2B:65:A1:A7:C7:0B:2C:
03:5C:FB:AA:50:9F:FE:70:2A:1D:B7:7A:16:66:DB:59:8B:5D:C8:9C:67:CC:21:92:C5:06:6F:F8:7C:A7:A3:43:7B:57:04:94:3E:AF:78:D7:3D:0B:0C:0A:D9:04:F4:1B:49:90:88:46:1C:86:A8:C9:92:AC:98:F0:71:1A:93:CB:7E:
09:B2:02:E1:1A:E1:CB:18:77:1C:8D:5F:08:AD:16:29:2F:49:8D:B3:D0:15:BB:C6:99:FA:41:66:E2:CF:61:96:33:3F:85:17:22:A7:C1:55:87:2D:CA:87:5C:48:09:D2:7E:6C:BA:B7:24:8C:AA:95:52:46:18:D1:9F:82:8F:D0:47:C
7:96:AE:C4:73:E1:F7:9F:0B:AA:C5:DD:0C:E2:F4:C9:95:99:BE:5F:06:09:07:31:05:CC:5B:02:03:01:00:01

Certificate Policies Policy OID: 0.4.0.1456.1.2

Policy OID: 1.3.6.1.4.1.8024.1.400

CPS pointer: http://www.quovadisglobal.nl/documenten

QCStatements - crit. = false id_etsi_qcs_QcCompliance

Authority Info Access http://ocsp.quovadisglobal.com

http://trust.quovadisglobal.com/qveucag2.crt

Authority Key Identifier E0:F8:0E:F9:D4:B5:F2:7F:49:23:B6:C3:79:C7:A3:35:1F:86:7A:88

CRL Distribution Points http://crl.quovadisglobal.com/qveucag2.crl

Subject Key Identifier 37:37:86:02:05:25:30:DA:98:31:1E:41:CC:C8:EC:BA:2D:E2:E6:95

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: F1:BC:DD:11:7B:15:54:17:38:13:A4:21:83:C5:4D:B9:7E:3A:7E:10:9D:0A:FA:98:F4:BC:D3:26:75
:4A:03:51

EU TSL digital identities

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 1240117
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X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: LuxTrust Global Qualified CA 2

Issuer  O: LuxTrust S.A.

Issuer  C: LU

Subject  T: Professional Person

Subject  E: Philippe.schneider@ec.europa.eu

Subject  SERIAL NUMBER: 10303964210051735509

Subject  GIVEN NAME: Philippe Jean Renaud

Subject  SURNAME: Schneider

Subject  CN: Philippe Jean Renaud Schneider

Subject  OU: 0949383342

Subject  O: European Commission Luxembourg

Subject  L: LU

Subject  C: FR

Valid from: Fri Jun 26 10:39:00 CEST 2015

Valid to: Tue Jun 26 10:39:00 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A8:F7:BF:F0:FC:47:72:DF:6D:E6:66:2E:B2:4E:F4:65:2A:A1:2D:40:E8:A0:E6:4E:C7:E3:EF:1B:35:AD:0A:D9:E3:A
1:18:0A:0D:57:D3:FF:91:34:40:95:E8:EA:66:0F:34:EC:8F:3D:6D:3C:83:DF:DF:03:94:3B:08:7C:6F:B4:1D:52:6A:91:DD:70:45:FB:50:39:75:7B:52:A5:21:01:7C:53:E5:67:60:A7:27:9E:1F:74:2C:CD:35:AB:1D:67:2A:F7:4E:
A0:6A:2E:23:8C:26:67:CF:2D:66:F7:9A:BD:07:89:E7:29:C7:C1:80:11:45:AC:B9:3A:C9:B6:B1:47:6A:9E:17:84:64:C2:8B:8C:8B:B0:75:DF:22:BC:3E:A9:07:4F:A5:FE:F2:54:DB:AC:2C:37:8A:E0:4A:8F:6D:12:31:7B:18:C
B:7F:92:EB:47:5C:B3:2E:A8:2C:68:08:D7:E5:3A:4B:96:B4:CB:93:6F:10:2E:03:04:90:72:97:AB:5A:0C:B8:5A:E1:37:F6:34:2A:2C:CA:76:C7:42:67:42:2B:77:7C:A8:7F:7B:7E:93:F4:12:5B:CB:5C:F1:7A:A9:19:9C:24:EB:C
6:09:0A:85:4A:E7:44:E9:B9:9D:B8:E1:8C:45:0F:56:13:E5:EF:A2:FB:F6:9C:82:A1:8E:B0:4B:02:03:01:00:01

Basic Constraints IsCA: false

Authority Info Access http://ocsp.luxtrust.lu

http://ca.luxtrust.lu/LTGQCA2.crt
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Certificate Policies Policy OID: 1.3.171.1.1.10.3.1

CPS text: [LuxTrust Qualified Certificate on SSCD Compliant with ETSI TS 101 456 QCP+
certificate policy. Key Generation by CSP. Sole Authorised Usage: Support of Qualified Electronic
Signature.]

CPS pointer: https://repository.luxtrust.lu

Policy OID: 0.4.0.1456.1.1

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Authority Key Identifier EF:96:BF:7D:65:3A:55:B4:D2:70:F8:0C:EC:4A:E2:F3:27:06:9A:52

CRL Distribution Points http://crl.luxtrust.lu/LTGQCA2.crl

Subject Key Identifier 47:01:42:7E:98:EF:73:B6

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 51:83:DB:F2:C6:1C:BF:29:EE:6A:36:CB:5B:14:8F:A9:B3:D8:2F:FD:6F:9B:80:4C:85:C6:C2:30:2F
:76:AC:AD

TSL Type http://uri.etsi.org/TrstSvc/TrustedList/TSLType/EUlistofthelists

Scheme Operator Name

Name [ en ] European Commission

Name [ de ] Europäische Kommission

Scheme Type Community Rules

URI [ en ] http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUlistofthelists

Scheme Territory EU

Mime Type application/vnd.etsi.tsl+xml

List Issue Date Time 2016-03-11T00:00:00Z

Next Update

date Time 2016-09-09T23:00:00Z

Distribution Points

URI https://www.gns.gov.pt/media/1894/TSLPT.xml

URI https://www.gns.gov.pt/media/1891/TSLPTHR.pdf
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1 - TSP: ECCE

TSP Name

Name [ en ] ECCE

Name [ pt ] ECCE

TSP Trade Name

Name [ en ] ECCE - State Common Certification Service Provider

Name [ pt ] ECCE - Entidade Certificadora Comum do Estado

Name [ en ] VATPT-600055639

PostalAddress

Street Address [ en ] Rua Almeida Brandão, 7

Locality [ en ] Lisboa

State Or Province [ en ] Lisboa

Postal Code [ en ] 1200-602 Lisboa

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Rua Almeida Brandão, 7

Locality [ pt ] Lisboa

State Or Province [ pt ] Lisboa

Postal Code [ pt ] 1200-602 Lisboa

Country Name [ pt ] PT

ElectronicAddress

URI mailto:certificacao@ecce.gov.pt

URI http://www.ecce.gov.pt

TSP Information URI

URI [ en ] http://www.ecce.gov.pt
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 URI [ pt ] http://www.ecce.gov.pt

1.1 - Service : ECCE (CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] ECCE (CA-Qualified Certificates)

Name [ pt ] ECCE (EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 153703741112188382806396968881839442505

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ECRaizEstado

Issuer  O: SCEE

Issuer  C: PT

Subject  CN: ECCE

Subject  OU: ECEstado

Subject  O: SCEE

Subject  C: PT

Valid from: Mon Jul 03 16:27:00 CEST 2006
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 Valid to: Sat Jun 23 10:49:47 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:CD:1D:D9:C0:E2:78:CD:5F:1F:6C:76:4C:3E:35:1B:43:47:01:9E:98:F7:27:A3:D4:A8:7A:C6:33:AC:82:63:F8:1B:6D:
EA:85:DB:4C:C3:62:8C:BF:52:72:B9:04:D6:CF:95:E1:00:6A:B5:AD:49:EA:AF:91:0B:3F:3B:7E:F6:0B:A5:9A:AE:39:68:2A:E0:A5:A6:04:E3:BB:EB:96:06:02:8B:E2:9D:18:27:2A:89:34:3C:DA:97:5E:A4:EA:76:21:69:13:C
8:47:8F:F7:2C:AA:AD:21:E3:A4:4D:BF:32:C4:C8:C0:E9:3B:2B:89:98:91:6A:B9:78:26:04:E5:D4:40:2B:BB:BE:81:82:BC:3E:E4:B9:98:4C:DE:AA:47:3C:A4:99:AF:CA:91:7D:2C:0F:BF:01:11:F2:3F:82:9A:2D:7E:E3:1B:4B
:6F:6B:24:3D:C3:ED:B9:FE:AE:F4:10:C9:73:31:0D:7C:BA:BC:1A:71:4F:FA:10:F9:B7:D5:ED:52:53:81:DF:9A:36:A4:2E:FF:12:50:20:71:0D:9F:7F:FD:4D:54:9B:F1:36:67:34:6C:E5:B7:A8:37:32:F0:64:8F:D8:07:F9:55:C3:
53:89:1D:0A:48:FE:97:22:E6:2A:5E:EF:4C:8E:FB:0D:6B:1B:37:2A:CF:C6:67:69:A2:D8:BF:7D:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier 59:0B:66:CC:FA:7B:16:98:68:0E:F6:5C:00:F3:B9:AD:E9:A6:3A:74

Authority Key Identifier 71:7F:35:DE:F5:77:71:6D:1D:12:9C:E1:90:A4:BA:F0:A9:83:8F:80

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.ecee.gov.pt/dpc

Authority Info Access https://ocsp.ecee.gov.pt

CRL Distribution Points http://crls.ecee.gov.pt/crls/ARL.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 75:37:3A:D4:96:8B:3E:E9:64:96:5A:C8:85:CF:0A:4D:7A:5C:FF:7E:68:C2:D5:A5:D3:B9:F4:97:F8
:50:72:96

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2007-07-04T00:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.ecce.gov.pt

URI [ pt ] http://www.ecce.gov.pt

1.1.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:
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 Identifier 2.16.620.1.1.1.2.10

1.2 - Service : ECCE 001 (CA-Qualified certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] ECCE 001 (CA-Qualified certificates)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 122123656087890522745430251460747588937

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: ECRaizEstado

Issuer  O: SCEE

Issuer  C: PT

Subject  CN: ECCE 001

Subject  OU: ECEstado

Subject  O: SCEE

Subject  C: PT

Valid from: Wed Jun 24 17:43:57 CEST 2015

Valid to: Thu Jun 24 17:43:57 CEST 2027
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 Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C0:F5:9E:60:10:EA:28:80:A6:A7:04:F4:A0:AF:28:64:E7:FF:73:F7:58:D6:EB:98:68:2E:C2:85:19:80:33:E5:35:27:A8:
A5:DD:62:7C:00:B2:80:FB:34:85:74:82:55:B8:C8:11:56:9C:B0:96:90:E2:35:0F:00:FC:46:B3:AF:D7:3B:64:85:E3:D2:B5:33:E1:74:DA:7E:50:54:10:CE:9B:B4:48:9E:EE:1C:E6:EC:FA:B9:4A:7F:CF:4C:FF:E7:53:B1:06:F2:5
3:D0:A0:A3:D9:A1:A7:2C:1D:AF:A3:66:AD:2D:CC:8F:E2:98:2A:79:BE:A5:3D:3D:C7:71:33:CD:4E:74:E7:63:2B:40:3C:CD:8A:8F:CD:A6:25:67:CC:34:CA:29:FF:7A:B0:95:AC:F6:49:88:EF:1B:96:49:34:D7:B0:18:BA:8E:
A8:2F:BE:E0:B6:24:98:D5:58:69:4F:EB:E6:15:FF:F2:9E:1D:95:08:3E:CC:43:F5:6D:07:A8:97:CA:D4:41:B6:ED:98:9E:D9:46:40:F9:1F:4D:69:52:78:0B:FB:5A:CF:13:ED:15:FB:FA:B3:EF:CE:E2:6F:A8:D5:03:9D:77:8D:EB
:01:6D:2C:40:47:D4:23:32:E8:5D:69:BE:3A:AB:C1:41:74:CA:B2:30:F4:F0:AA:B3:18:8D:F7:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier E3:1A:D8:9A:0C:36:5A:D4:0E:23:AC:0E:98:6F:81:52:9E:2E:5D:05

Authority Key Identifier 71:7F:35:DE:F5:77:71:6D:1D:12:9C:E1:90:A4:BA:F0:A9:83:8F:80

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.ecee.gov.pt/dpc

Authority Info Access http://ocsp.ecee.gov.pt

http://trust.ecee.gov.pt/ecraiz.crt

CRL Distribution Points http://crls.ecee.gov.pt/crls/ARL.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: DA:AB:2E:45:04:FD:54:EF:7F:99:BB:49:E1:4C:3D:63:A6:DD:FF:8A:F5:60:4D:5B:A1:D0:1F:31:2
B:52:04:E4

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2015-06-24T23:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.ecce.gov.pt

URI [ pt ] http://www.ecce.gov.pt

1.2.1 - Extension (critical): Qualifiers [QCStatement, QCWithSSCD]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCWithSSCD

Criteria list assert=all

Policy Identifier nodes:
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Identifier 2.16.620.1.1.1.2.10
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2 - TSP: Cartão de Cidadão

TSP Name

Name [ en ] Cartão de Cidadão

Name [ pt ] Cartão de Cidadão

TSP Trade Name

Name [ en ] ECCC - National Identification Card Certification Service Provider

Name [ pt ] ECCC - Entidade Certificadora do Cartão de Cidadão

PostalAddress

Street Address [ pt ] Av. D. João II, n.º 1.08.01E, Torre H, Piso 17

Locality [ pt ] Lisboa

State Or Province [ pt ] Lisboa

Postal Code [ pt ] 1990-097 LISBOA

Country Name [ pt ] PT

PostalAddress

Street Address [ en ] Av. D. João II, n.º 1.08.01E, Torre H, Piso 17

Locality [ en ] Lisboa

State Or Province [ en ] Lisboa

Postal Code [ en ] 1990-097 LISBOA

Country Name [ en ] PT

ElectronicAddress

URI http://pki.cartaodecidadao.pt

URI mailto:pkicc@igfej.mj.pt

TSP Information URI

URI [ en ] http://pki.cartaodecidadao.pt/
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2.1 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0001

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0001

Service digital identities

Certificate fields details

Version: 3

Serial Number: 4159429325720113421

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  C: PT

Subject  O: Cartão de Cidadão

Subject  OU: subECEstado

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0001

Valid from: Mon Jan 29 22:29:39 CET 2007

Valid to: Sat Mar 30 22:39:39 CET 2013
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 Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:D1:7E:9B:9F:9B:41:55:EC:FD:95:4A:3B:4C:60:E7:60:4F:46:37:1A:0B:90:B3:C3:43:64:07:E8:2A:3F:CE:7F:9F:C
5:C0:F3:93:90:E0:BE:EB:B5:9C:39:CA:DC:81:3C:AD:2E:D9:9A:54:D8:23:83:5D:5A:85:3E:08:95:91:56:78:40:A1:E4:18:C6:C7:00:52:E2:07:49:FE:9C:1D:54:FB:58:44:D4:B1:E6:D7:9A:36:51:A6:BA:C8:D9:4E:D6:B8:C4:
BC:FA:20:8A:68:DC:B1:33:5E:6B:B4:97:C4:4F:7B:60:D0:BD:34:F2:0E:C9:E4:1D:E2:12:13:53:1E:76:3F:27:17:BE:DD:3F:C0:97:5E:E6:72:70:E8:4B:EC:67:0C:13:FF:AC:CF:2B:0E:6A:B9:6C:6B:84:B3:54:E1:FC:0F:4F:5B
:20:16:37:76:E9:07:56:4B:39:E7:4A:0D:46:D9:8E:C5:12:4E:92:C2:DE:D4:D6:D9:4F:60:81:85:04:9C:BC:69:BB:4A:4F:67:C5:BE:0E:AB:FD:3D:E4:FB:D6:79:34:A2:F1:7E:6E:61:4D:28:EA:60:90:B2:DE:FA:0C:2A:87:D0:F
9:31:16:17:C7:0A:A9:3B:75:A5:0C:F6:C9:87:B7:6D:5E:82:76:7B:10:DF:7A:9F:E7:61:8D:DF:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier F0:86:CB:A6:B8:F5:AF:07:F0:F9:42:BA:47:CA:90:EE:82:78:B8:15

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 72:C1:D1:D1:59:3A:48:82:E1:50:5B:59:7A:66:5B:11:BB:0B:BA:D3:1C:33:A7:3E:66:E2:9A:1C:32
:E4:94:BB

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2007-01-29T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.1.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all
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 Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.2 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0002

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0002

Service digital identities

Certificate fields details

Version: 3

Serial Number: 2366735987959252941

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  C: PT

Subject  O: Cartão de Cidadão

Subject  OU: subECEstado
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 Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0002

Valid from: Wed Jan 16 17:57:24 CET 2008

Valid to: Mon Mar 17 18:07:24 CET 2014

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:CF:0B:8C:DB:F1:A8:2D:69:23:34:35:28:5C:50:5D:38:A5:25:8C:59:B0:76:1F:E2:37:84:1F:7B:B9:81:D4:43:58:C6:9E
:2E:B5:7F:AC:99:25:7E:A9:F2:02:90:96:27:6C:42:32:AA:C7:F5:12:8A:10:E8:A9:79:9A:DF:FA:F1:60:13:C4:E2:2F:9E:6E:04:6E:62:96:B5:89:5B:C8:88:B9:C9:66:5C:61:50:FC:8C:94:A9:22:40:0F:60:77:1A:F6:69:15:65:8A:
9D:BF:70:F6:99:E9:E6:E8:1F:53:47:7C:38:7B:70:BB:68:E8:54:83:8A:7A:F6:9B:44:B9:92:73:9A:84:9F:62:D0:AC:F8:9A:76:C3:A0:60:53:35:7A:D5:27:8F:99:8A:FC:07:73:AE:88:1B:07:B5:96:B1:9F:F6:17:DB:BC:F2:AB:B
D:25:D3:9B:81:2A:5B:2E:EE:DD:82:D5:C8:8B:84:17:F7:01:9E:C0:60:9E:21:80:11:18:B2:A3:97:8E:E0:3B:0A:9D:1A:00:69:5D:C5:08:45:D3:DA:75:A9:14:2F:96:F0:A7:EF:BE:67:6C:8C:0E:1C:E0:0A:6E:49:7B:08:F9:6A:B
A:0A:2D:D7:7C:89:DE:8B:85:D4:70:F1:11:85:AF:83:52:9D:3F:3C:01:C1:3A:83:89:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 5D:81:44:75:EC:A4:BC:7A:E5:D0:A9:FC:8E:56:E4:A0:E0:38:78:EE

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 18:E3:2C:51:01:4A:2C:76:53:F3:B7:AC:2D:2B:01:40:42:D0:F4:10:5B:2F:72:C9:09:2D:A6:9D:63:
C7:8A:BB

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2008-01-16T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.2.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.
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 Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.3 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0003

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0003

Service digital identities

Certificate fields details

Version: 3

Serial Number: 7176353201892883087

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001
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Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0003

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Tue Feb 17 17:03:47 CET 2009

Valid to: Sun Apr 19 18:13:47 CEST 2015

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:AB:00:BD:50:60:9B:44:2F:8E:A9:9A:E3:89:2E:4E:68:3F:3D:06:0E:7E:F1:3C:BD:4B:62:AE:25:F1:98:26:3C:78:AA:
2A:48:E4:A0:1F:25:1E:D1:E3:98:F0:10:58:D6:A7:EB:6C:03:09:15:CA:23:B7:7A:0D:AA:A1:F4:EF:3A:1A:AF:54:E8:D7:55:74:93:83:26:78:7A:B8:3D:29:A6:13:D3:E7:6E:43:6C:D9:C0:AF:E5:3F:8A:E3:03:B7:D7:58:52:7F:
C6:1D:59:06:FC:C3:59:FB:9F:8C:14:AE:00:94:C1:59:5A:36:06:4F:2D:FB:AA:BD:B4:FC:E1:68:1C:7A:0C:F6:74:95:AA:A6:20:D6:C3:FF:08:DB:BA:77:9F:21:73:B8:B0:12:F8:11:62:75:B6:98:AF:A1:74:92:97:D5:F7:48:5E:
1A:8B:47:FD:03:BA:31:6E:F5:B7:36:73:B7:37:C3:23:11:E8:AC:37:DE:68:38:BF:69:87:51:0F:F1:F5:2F:D2:37:B7:FD:1C:77:BA:FF:54:5C:57:E7:77:7F:11:A6:93:FE:0F:3E:44:30:63:63:FC:BE:33:CD:C0:C6:0F:F1:AA:53:94
:6F:41:90:DE:42:DA:DC:8F:EC:D3:DC:F6:7B:1C:D4:94:6C:7E:68:07:BA:62:13:A4:BE:41:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 3B:D4:87:EE:75:17:95:A8:66:CE:23:8E:E7:1E:25:19:DB:4B:23:7C

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: FD:07:2E:F9:E1:BB:0F:27:59:A1:17:66:A2:4E:9B:2E:F3:10:C2:59:5E:F7:23:D4:37:36:CE:EC:09:
DF:E7:40

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2009-02-17T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/
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2.3.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.4 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0004

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0004

Service digital identities

Certificate fields details

Version: 3

Serial Number: 2016756349056267015

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT
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Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0004

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Tue Mar 16 15:31:14 CET 2010

Valid to: Sun May 15 16:41:14 CEST 2016

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:B3:73:B4:7C:E7:B4:3E:2C:55:BE:50:4F:51:F8:52:0F:04:9E:19:5A:9C:C0:A5:0E:B0:A3:7E:85:DD:F3:DD:D2:EF:
28:1F:C4:EF:06:86:BB:27:73:80:E1:61:32:71:68:3F:F8:49:7D:AC:A7:C4:79:32:3C:88:16:F6:81:6D:88:32:6D:85:66:9B:72:C9:BD:FD:6F:DE:66:2B:CB:34:05:26:8A:55:AA:72:90:DD:87:EE:1A:3C:E6:1E:4A:E9:47:B1:3A:6
B:19:A8:C4:33:69:8F:89:CF:99:28:9F:51:7E:83:41:84:22:AB:28:86:31:FE:A4:5E:5B:BA:4D:BA:81:52:BC:46:98:45:81:BC:95:13:02:F2:EE:2B:E7:5E:84:DF:16:58:DC:4D:D4:27:E9:72:75:4F:F8:57:D6:5B:0C:9C:15:2A:A8:
37:D6:EF:37:6B:40:3F:0B:87:6D:B9:5C:0F:D8:9C:54:D5:9C:62:3E:2A:F9:64:FD:0B:4C:0E:DE:A2:CF:89:29:E4:8A:15:E5:99:74:0E:B1:D5:9F:09:39:4B:F5:3C:64:EE:C7:99:20:6E:65:15:67:5F:3F:08:D0:FE:3D:36:1D:72:5F
:C5:B6:6C:6E:4A:57:9A:63:05:5C:F7:45:7E:50:59:6A:5C:2B:E0:49:32:96:4D:69:D5:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier EA:A7:BD:72:2F:07:0F:63:93:43:0D:FC:1D:38:6D:D2:67:A5:69:B4

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: D0:E6:46:69:1C:73:4A:08:80:E6:45:2F:B2:6E:63:25:F0:8E:72:A9:03:7E:24:B8:CA:C4:B7:91:F9:4
0:8B:21

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.
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Status Starting Time 2010-03-16T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.4.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.5 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0005

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0005

Service digital identities

Certificate fields details

Version: 3

Serial Number: 341054323862704202
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X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0005

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Tue Apr 05 16:55:47 CEST 2011

Valid to: Sun Jun 04 17:05:47 CEST 2017

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A6:42:C4:1D:FF:A0:BA:C6:1C:02:07:94:A7:29:6B:E7:4B:D0:B4:0D:00:D9:42:BC:5B:5D:45:D8:AF:C6:04:90:73:43:
24:39:46:6C:1A:1F:02:73:85:86:59:12:98:83:FB:EF:63:86:BE:03:01:66:7C:A0:24:D7:0B:0F:6C:EC:6F:12:65:C3:E3:A8:1B:91:8D:D5:CC:FB:28:36:DB:16:97:39:16:72:EF:8F:3F:AC:E7:FA:9A:D4:7F:AA:B2:5E:DD:3D:94:3
4:53:93:CC:6C:05:A4:34:2B:C6:B2:E0:CF:FB:6B:B2:04:D0:90:1B:C5:2F:FB:DB:A9:43:4A:49:E7:B2:6C:FD:C6:71:0F:73:4E:A3:6D:D2:44:D1:15:55:F0:9B:1A:9E:48:20:85:AF:F7:46:95:BC:B2:99:8A:DB:68:52:03:4F:FA:5
B:44:E7:60:51:9F:24:34:23:9C:3C:00:42:1B:F7:BF:A1:87:27:73:15:DE:EF:52:88:02:8D:D9:12:B1:E0:C3:7C:58:5A:44:66:63:D0:F8:E0:10:D4:71:6B:54:75:06:AD:EF:07:B2:39:9C:69:FA:97:AE:C6:DB:0A:5F:BF:E0:54:8E:3
2:51:13:46:1B:9C:42:C8:98:F6:6D:9B:C6:BD:7A:EA:CB:73:4F:08:29:C0:C6:DE:D0:61:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier C6:73:73:19:33:2E:12:CE:9B:C6:AE:25:C8:1A:85:51:C4:21:91:69

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html
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CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 0B:CE:12:D1:E7:CF:19:A9:8E:46:92:13:92:51:DA:AF:CA:1F:4E:B2:2B:0D:38:6C:D6:B3:C5:BF:0
1:C4:2F:4E

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2011-04-04T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.5.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.6 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0006

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0006

Service digital identities
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Certificate fields details

Version: 3

Serial Number: 2862931070566785772

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0006

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Tue Feb 28 13:57:21 CET 2012

Valid to: Sun Apr 29 15:07:21 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B0:65:9A:91:3F:52:CF:8F:8C:4B:BC:E5:34:42:EB:B0:37:02:7C:AD:CE:B0:52:ED:81:CF:60:0E:79:DC:99:1A:19:8D:
BC:31:97:55:42:F1:E0:76:6D:F9:73:06:14:9B:36:47:5F:AF:FC:40:07:86:10:F2:AE:C4:3F:5F:6F:E3:6D:4D:8D:98:7B:61:AC:13:7D:62:97:13:F3:26:AF:8E:AC:F9:1F:97:16:C5:D2:2B:AF:4D:91:CD:F5:9A:78:3B:B2:3B:CA:D
7:A5:DE:04:0D:00:E7:67:1F:82:3C:75:ED:41:88:49:09:50:EC:25:47:57:64:B4:D9:DF:4D:5F:3C:3F:9C:EB:92:6E:59:AC:F9:27:95:D4:E5:3F:EC:3D:02:FF:C3:A6:B5:AA:92:8F:F0:98:B2:27:05:F7:A3:7D:66:36:63:42:52:2F:9
3:A9:20:AE:AD:94:3C:22:7D:B7:20:C0:5A:77:A4:E3:65:CD:7A:6B:4F:9D:E4:B4:23:8F:C6:19:D7:DF:3B:10:2B:73:7E:12:35:EC:6D:05:D7:6A:B1:89:54:77:14:D9:B0:01:8D:A5:71:33:C3:56:E0:5F:FF:99:10:FA:28:05:12:4F
:02:49:42:D0:0B:67:1C:28:DC:6B:14:43:35:DF:C4:D9:E0:3E:CB:AC:EE:2D:A5:A1:FB:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 97:95:84:45:B6:B6:63:B9:B4:F6:3D:9D:ED:FB:B7:21:9E:84:E5:6B

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E
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Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 23:61:0C:57:DB:32:79:98:18:E2:17:83:7C:A2:AB:0D:0B:E6:AF:43:50:55:C8:88:EC:AD:65:39:13:
0B:4F:CC

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2012-02-28T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.6.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.7 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0007

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0007

Service digital identities

Certificate fields details

Version: 3

Serial Number: 6176269300471585484

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  C: PT

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  OU: ECEstado

Issuer  CN: Cartão de Cidadão 001

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0007

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Fri May 03 13:24:36 CEST 2013

Valid to: Wed Jul 03 13:34:36 CEST 2019

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BF:13:5B:C4:B7:59:0E:16:45:09:F4:34:6F:90:56:63:B5:60:C7:62:8E:05:DF:B4:64:33:D7:A7:8B:64:71:10:E5:DA:C9:
72:9E:A3:B4:4A:88:80:28:27:35:E9:0B:8D:A4:3E:49:A7:54:A9:A3:20:DB:AC:A4:B5:2C:E9:8C:62:0E:10:B7:0F:DA:D6:B6:ED:A7:D0:4F:04:3D:5F:00:FC:0D:06:01:58:C5:8A:BF:4A:4A:D0:E1:3C:1D:ED:95:F1:2D:42:8E:
B1:39:34:A6:8F:ED:26:78:4D:F4:6A:0E:4C:0D:4D:8B:14:52:F0:1C:46:35:97:42:4A:EF:95:87:B8:15:81:23:A6:92:68:D9:4B:D9:12:D2:6E:CE:11:06:92:1F:0C:28:87:B1:2D:9F:96:9C:3F:D0:CE:0C:CB:9E:E7:37:6B:E0:E8:0F
:40:D1:5B:12:36:BB:58:A6:CD:4A:F0:F7:4F:C6:98:44:C4:27:6B:80:73:4B:BB:79:77:53:FB:15:DC:75:34:06:37:1B:9B:26:EE:4F:87:FA:67:69:BE:C5:D3:C2:61:73:2C:22:EC:8B:E4:92:95:66:80:F4:1F:65:A6:B8:05:52:94:59:
B1:FA:C6:01:55:ED:8E:BB:CB:7D:8C:25:E5:A3:99:00:E9:E9:91:04:06:6C:87:C9:C7:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0
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 Subject Key Identifier B6:2D:69:1B:F9:78:73:02:61:13:D7:31:CC:06:3C:78:06:6F:63:49

Authority Key Identifier B2:67:30:B2:CF:45:6A:E3:91:B5:6F:3B:63:FB:8D:A8:A7:E1:6D:9E

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl001_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 70:A7:6C:5A:F4:3E:16:3C:DE:9D:2E:90:44:72:4E:34:BE:CC:B8:7D:4A:0F:69:E4:64:2C:C3:F9:1B
:EA:D2:DE

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2013-05-02T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.7.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10
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2.8 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0008

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0008

Service digital identities

Certificate fields details

Version: 3

Serial Number: 6337522604016849785

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Cartão de Cidadão 002

Issuer  OU: ECEstado

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  C: PT

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0008

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Mon May 20 19:28:02 CEST 2013

Valid to: Sat Jul 20 19:38:02 CEST 2019
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 Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:CC:8E:BE:B9:8B:E3:7A:92:DD:48:85:AC:29:38:14:6F:8E:E8:0C:0E:08:B9:46:04:7D:FA:1D:BB:14:CE:A2:DD:C6:F
6:5B:A9:B6:90:98:5F:BD:EC:F9:1F:3E:07:BC:21:C3:1B:E7:C0:56:94:BC:A9:07:15:CB:EC:C5:09:0B:C9:E5:B2:AB:76:1E:F9:F2:4C:F0:4F:86:9D:B6:E8:96:73:71:E2:09:9C:FC:39:6F:B6:F4:FA:25:B4:07:33:5B:37:88:29:14:
AD:85:DE:DB:10:3F:B5:91:72:17:B0:48:58:BE:D6:7D:AD:7F:91:97:93:54:B6:B3:1D:B4:8C:30:72:05:BA:33:89:FF:11:6A:0A:70:12:1A:AD:AD:C9:6F:C7:67:AC:3B:16:46:32:9B:3B:CE:7C:91:22:00:0B:83:9F:FE:83:9F:9E:
5A:AA:FD:79:1C:73:60:38:DC:73:CB:BA:E0:74:D9:7D:0B:BD:3B:16:79:E5:95:E9:14:8A:F3:94:D3:AF:AE:2A:85:61:3E:10:E8:4F:7B:CA:7E:3E:7C:72:2A:C9:35:10:C6:85:9F:9F:C6:C9:CE:CB:53:BA:E1:9A:D8:15:89:D9:
0D:76:64:25:32:EE:2D:CD:A2:3D:4B:89:7C:4D:9D:80:9C:9A:67:65:7E:03:7F:3A:28:98:56:57:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier 3F:87:40:77:46:F9:46:F7:A3:5E:F4:6F:1C:1B:E0:0D:20:2B:7A:E3

Authority Key Identifier F2:CF:BD:12:30:AC:30:BC:C0:C9:32:2F:C3:D3:72:00:C8:6A:44:15

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl002_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 03:EC:63:D9:36:C9:9D:34:70:A3:50:5E:87:E1:BB:05:16:59:6E:2E:1B:92:7B:8D:AE:4B:60:0A:75:
A2:D4:9D

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2013-05-19T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.8.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all
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 Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.9 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0009

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0009

Service digital identities

Certificate fields details

Version: 3

Serial Number: 6608938539843144063

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Cartão de Cidadão 002

Issuer  OU: ECEstado

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  C: PT

Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0009

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão
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 Subject  C: PT

Valid from: Thu Jul 10 13:31:20 CEST 2014

Valid to: Tue Sep 08 13:41:20 CEST 2020

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:B4:8D:CE:A5:88:6B:2E:80:C1:50:7E:6A:36:FE:FD:FD:DA:27:10:DC:5D:D8:D3:B5:5A:3D:84:EC:06:14:FA:38:96:E
5:B4:14:FE:F1:08:E8:5A:6B:92:D5:1C:11:8F:96:EF:7E:40:2B:C5:27:E8:DB:F9:69:9A:FD:69:F1:09:05:94:3C:E7:C1:69:ED:FA:02:92:BD:C3:D6:E3:78:E9:54:B5:7B:BA:16:E8:9D:74:D2:D1:1F:DC:5F:D8:AD:0D:A2:63:BB:
BF:C8:BF:EF:AD:26:A0:2D:3E:8E:E0:69:EB:47:52:03:8C:EB:9E:05:78:B5:3D:8B:D9:67:37:A0:56:A0:19:9E:11:0A:B7:9D:7B:A6:09:B6:21:D1:9B:24:9C:01:D6:80:72:98:F9:B5:B8:56:4B:79:E2:2F:D7:EE:65:43:B1:02:7A:
87:0C:06:D5:EF:0F:6B:C6:CF:69:22:0C:5A:FB:EE:30:32:14:3D:86:C1:A0:FA:B1:E1:66:F9:42:7F:26:C6:BA:4B:C2:E2:97:42:8A:FD:54:1B:86:31:7C:0E:65:D8:AE:7F:39:A5:F8:58:7E:C5:CE:78:BB:96:9C:35:64:19:F0:C3:F
2:C0:83:94:CB:73:E7:3D:E0:0B:0F:E8:FF:E3:02:82:5A:2B:AE:EA:45:DF:09:A9:8A:CF:E8:7B:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier E2:06:23:C7:0F:B4:83:27:6B:42:4D:7B:08:94:9F:10:61:32:90:C5

Authority Key Identifier F2:CF:BD:12:30:AC:30:BC:C0:C9:32:2F:C3:D3:72:00:C8:6A:44:15

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS text: [http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html]

Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl002_crl.crl

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: AA:7C:17:8E:B2:5B:AC:02:3E:FC:90:01:2E:54:1E:6D:20:6F:64:B6:7B:3B:9C:55:19:65:5A:E8:A1
:48:9E:A7

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2014-07-09T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/

2.9.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.
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 Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10

2.10 - Service : EC de Assinatura Digital Qualificada do Cartão de Cidadão 0010

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] EC de Assinatura Digital Qualificada do Cartão de Cidadão 0010

Service digital identities

Certificate fields details

Version: 3

Serial Number: 6772195039640580314

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: Cartão de Cidadão 003

Issuer  OU: ECEstado

Issuer  O: SCEE - Sistema de Certificação Electrónica do Estado

Issuer  C: PT
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Subject  CN: EC de Assinatura Digital Qualificada do Cartão de Cidadão 0010

Subject  OU: subECEstado

Subject  O: Cartão de Cidadão

Subject  C: PT

Valid from: Thu Jun 04 13:46:20 CEST 2015

Valid to: Tue Aug 03 13:46:20 CEST 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C7:07:02:58:F2:C8:B9:F5:A4:96:54:42:21:F6:1C:03:70:16:F4:CE:2C:37:71:9B:9E:FE:10:18:3B:8A:5F:4A:4F:2D:C9:
F3:CF:74:15:20:14:3B:B4:47:40:38:31:03:41:69:57:03:A6:30:C2:2F:A5:E7:87:E0:04:56:98:5E:30:03:DE:04:72:E5:D0:7D:4E:5A:E7:A6:81:B4:D3:86:52:A1:B8:E0:AF:B7:03:F3:7E:17:0B:74:8C:CA:19:BB:E4:67:8E:BC:A0:
2E:58:C5:7A:BB:1E:64:0E:02:16:25:E0:9D:3D:CB:8F:2E:45:BE:33:5E:39:AD:06:23:3C:9D:72:B5:1B:77:F7:6A:6E:01:B5:84:27:0E:5F:59:8F:69:F1:00:EE:D5:77:9C:E4:F6:E0:0C:92:CB:27:AD:05:D5:BD:69:DC:99:01:9B:
B5:C7:EC:AC:E2:49:15:B1:E6:B5:3A:E3:11:F0:05:12:55:ED:F5:41:9B:97:FB:D8:26:A9:DF:71:D2:54:15:5B:BA:E3:C8:E4:53:62:E1:27:29:3C:86:36:32:EE:E7:5F:E1:DC:8D:22:21:DA:32:76:29:61:E9:85:23:2F:09:70:1E:03:
D6:BF:82:63:8E:CA:6F:BA:79:86:6A:87:FB:67:39:2C:C4:25:6C:A2:30:74:68:43:02:03:01:00:01

Authority Info Access http://ocsp.root.cartaodecidadao.pt/publico/ocsp

Subject Key Identifier FB:CE:50:0C:66:D7:39:07:33:CB:B9:94:4C:12:C5:11:FD:97:9C:5B

Basic Constraints IsCA: true  - Path length: 0

Authority Key Identifier 3C:DF:CA:B3:5A:3C:39:1E:8C:E6:E2:39:82:70:0A:89:AC:FD:2E:F6

Certificate Policies Policy OID: 2.16.620.1.1.1.2.4.0.7

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/dpc/cc_ec_cidadao_dpc.html

Policy OID: 2.16.620.1.1.1.2.4.0.1.2

CPS pointer: http://pki.cartaodecidadao.pt/publico/politicas/pc/cc_sub-ec_cidadao_assq_pc.html

Policy OID: 2.5.29.32.0

CPS pointer: http://www.scee.gov.pt/pcert

CRL Distribution Points http://pki.cartaodecidadao.pt/publico/lrc/cc_ec_cidadao_crl003_crl.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: EC:33:D1:70:93:C0:F4:5B:B8:A2:7E:B9:E3:05:69:65:83:80:1F:61:44:B8:E9:D4:9E:73:A8:E3:0A:2
A:2E:20

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2015-06-03T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.cartaodecidadao.pt/
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2.10.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10
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3 - TSP: Justica

TSP Name

Name [ en ] Justica

Name [ pt ] Justica

TSP Trade Name

Name [ en ] ECM Justiça - Ministry of Justice Certification Service Provider

Name [ pt ] ECM Justiça - Entidade Certificadora do Ministério da Justiça

Name [ en ] VATPT-510361242

PostalAddress

Street Address [ en ] Av. D. João II, n.º 1.08.01E, Torre H, Piso 17

Locality [ en ] Lisboa

State Or Province [ en ] Lisboa

Postal Code [ en ] 1990-097 LISBOA

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Av. D. João II, n.º 1.08.01E, Torre H, Piso 17

Locality [ pt ] Lisboa

State Or Province [ pt ] Lisboa

Postal Code [ pt ] 1990-097 LISBOA

Country Name [ pt ] PT

ElectronicAddress

URI mailto:pki@igfej.mj.pt

URI http://icp.igfej.mj.pt

TSP Information URI

URI [ en ] http://icp.igfej.mj.pt
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3.1 - Service : ECM Justiça (CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] ECM Justiça (CA-Qualified Certificates)

Name [ pt ] ECM Justiça (EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 82423300604289553532298320946621037799

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: ECRaizEstado

Issuer  O: SCEE

Issuer  C: PT

Subject  CN: Justica

Subject  OU: ECEstado

Subject  O: SCEE

Subject  C: PT

Valid from: Thu Sep 13 11:09:10 CEST 2007

Valid to: Fri Sep 13 11:09:10 CEST 2019

ETSI 2014 - TSL HR - PDF/A-1b generator

PORTUGAL  (PORTUGAL) - Trusted List ID: TrustServiceStatusList Page 42



 Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:AF:96:CF:DD:80:A1:72:13:BB:EC:30:C4:B8:5E:F6:90:B5:06:51:4E:10:52:24:27:8E:78:DA:15:A7:40:5A:D1:95:0C:4
B:99:38:4E:6B:AC:ED:7D:C2:0C:F8:F7:BB:5C:E0:38:10:5F:C6:BD:B4:F4:7A:68:92:66:F2:68:1F:A1:97:2A:E2:31:21:1C:DA:1F:40:FA:CB:97:7A:7C:C2:4F:B7:21:28:B3:CC:76:69:0E:8A:74:DA:70:BD:C4:5A:80:13:1E:1B:
3F:86:EC:D8:3C:EB:C0:4B:60:C7:D8:A6:EE:F3:0C:A0:4F:6E:C4:53:51:2F:72:DB:AF:2F:D0:52:82:8E:9D:D6:6F:C0:85:33:CB:61:38:DE:92:F5:FF:A0:D4:8F:D3:B1:40:7E:68:29:4E:E7:77:F4:3A:BF:ED:A2:74:5F:9F:CB:E
B:9B:85:2D:C6:78:F1:6F:F1:32:8B:9A:B8:4A:52:2E:97:76:B7:9F:BF:2E:58:F4:D3:CB:B9:E3:8D:44:48:15:94:7A:35:19:A5:88:0A:78:2A:B1:7B:41:60:8F:B6:C9:C0:29:4F:68:ED:57:CE:C9:AA:65:9B:11:97:F5:CC:86:A7:C4
:67:9C:00:D7:70:CA:A9:82:49:C4:5D:2E:29:B3:50:44:B5:E0:44:5F:42:46:96:E0:CD:BF:B1:BC:6B:A2:3E:A0:70:0C:01:CB:F1:50:B8:F2:E1:E4:96:31:03:FF:35:B0:E3:AD:98:DF:E5:75:07:BB:67:12:0D:AB:83:97:06:0D:F6:
93:25:D3:C6:2C:7D:56:DC:72:B7:68:AF:A7:D8:03:B5:53:62:CF:0D:CB:8A:96:E2:7D:5C:91:D2:A9:3E:44:4A:4C:CF:0F:03:E3:1D:A6:AF:9E:AF:07:0F:F0:80:FB:AD:CB:D8:07:3E:0D:D2:D8:AC:81:18:BF:79:EC:A6:BE:B
9:9F:3E:25:5F:92:DC:89:0E:B9:68:C7:65:66:88:E8:27:03:42:74:4F:A4:DB:19:7D:50:BF:B3:A1:C5:9F:38:D7:DB:F7:49:C7:4E:6F:7C:F4:71:3A:E1:A6:C0:FF:A6:B4:45:0A:68:08:79:6C:23:56:D6:83:AE:E7:4A:DC:E5:DF:B2
:46:D4:A3:7A:E0:4B:42:30:B3:E7:42:AC:87:D8:01:95:26:59:9E:9E:A4:99:3A:2E:B4:BE:8E:6B:F3:86:12:C6:E7:C6:88:0E:4D:45:23:19:51:EE:78:E5:B3:A2:8A:10:F6:14:A7:9C:94:10:8A:5E:43:C7:0B:00:2E:10:BB:A2:D8:9
0:62:49:41:19:98:BD:C3:3B:8F:6F:DA:68:F8:4B:20:D0:1F:A8:BE:44:1D:A0:35:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier BD:A8:32:0D:2B:43:D5:BB:A5:73:FD:58:ED:5F:A9:0A:DD:E6:B0:0B

Authority Key Identifier 71:7F:35:DE:F5:77:71:6D:1D:12:9C:E1:90:A4:BA:F0:A9:83:8F:80

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.ecee.gov.pt/dpc

Authority Info Access https://ocsp.ecee.gov.pt

CRL Distribution Points http://crls.ecee.gov.pt/crls/ARL.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 29:48:F5:52:67:8E:43:A1:A1:72:19:DF:C4:ED:5D:97:0B:0E:7E:A3:F8:D9:43:BC:B4:5B:5C:9A:10
:9E:7C:D2

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2007-09-12T23:00:01Z

3.1.1 - Extension (critical): Qualifiers [QCStatement, QCSSCDStatusAsInCert]

Qualifier type description [en] it is ensured by the CSP and controlled (supervision model) or audited (accreditation model) by the Member State
(respectively its Supervisory Body or Accreditation Body) that all certificates issued under the service (CA/QC) identified
in 'Service digital identity' and further identified by the above (filters) information used to further identify under the 'Sdi'
identified trust service that precise set of certificates for which this additional information is required with regard to the
issuance of such certificates is issued as a Qualified Certificate.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.620.1.1.1.2.10
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4 - TSP: ECAR

TSP Name

Name [ en ] ECAR

Name [ pt ] ECAR

TSP Trade Name

Name [ en ] ECAR - Assembly of the Republic Certification Service Provider

Name [ pt ] ECAR - Entidade certificadora da Assembleia da Republica

Name [ en ] VATPT-600054128

PostalAddress

Street Address [ en ] Palácio de S. Bento

Locality [ en ] Lisboa

State Or Province [ en ] Lisboa

Postal Code [ en ] 1249-068 Lisboa

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Palácio de S. Bento

Locality [ pt ] Lisboa

State Or Province [ pt ] Lisboa

Postal Code [ pt ] 1249-068 Lisboa

Country Name [ pt ] PT

ElectronicAddress

URI mailto:ecar.correio@ar.parlamento.pt

URI http://www.ecar.parlamento.pt/

TSP Information URI

URI [ en ] http://www.ecar.parlamento.pt/
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4.1 - Service : ECAR (CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] ECAR (CA-Qualified Certificates)

Name [ pt ] ECAR (EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 153011951768217544694210381804578517321

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: ECRaizEstado

Issuer  O: SCEE

Issuer  C: PT

Subject  CN: ECAR

Subject  OU: ECEstado

Subject  O: SCEE

Subject  C: PT

Valid from: Fri Dec 07 12:52:27 CET 2007

Valid to: Sat Dec 07 12:52:27 CET 2019
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 Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:E7:24:08:CC:6B:A9:FB:BF:62:53:B4:CF:87:79:40:3F:AE:45:3F:38:C8:0C:17:22:52:BA:9A:76:A4:0B:C5:A7:F8:07:9
1:A0:57:64:C8:38:AF:84:EC:4D:44:D8:9D:5F:BD:C8:BD:0C:2F:C8:B1:A6:B6:0B:12:6E:D3:DE:C5:42:40:63:5A:84:E7:63:F1:B1:7F:FE:10:C8:C4:CB:88:67:FB:A0:42:D6:AD:B4:00:DA:35:64:45:DE:F8:94:36:E7:3F:25:F6:
FA:48:7B:F1:CE:E1:02:E8:4B:6D:B0:B9:B4:B3:F6:4B:40:E8:29:85:EC:7A:F1:8F:99:76:FE:8C:B3:E6:64:26:C8:6C:4B:AB:53:48:FD:CE:A3:D2:AD:EB:6F:0D:E4:68:FE:D6:48:48:63:B4:A9:3C:80:D3:03:EE:1C:FD:63:AC:8
7:DF:9A:C3:45:A0:B1:2E:8C:17:79:AB:78:BB:A1:86:D2:DF:0C:64:0B:65:1A:09:5A:B0:9F:B7:A3:C6:E8:B2:E4:F2:2B:DB:98:F7:AD:10:0D:C4:FA:5C:89:D2:C2:69:12:20:71:27:93:88:F1:75:0C:1A:3C:41:9A:B5:35:CC:E3:
12:E5:3A:96:DF:4A:B2:6C:04:10:35:5E:77:23:9F:70:D6:4B:29:3D:20:9A:E3:58:9B:DE:6F:65:D1:1D:DC:01:8D:AF:80:85:29:9E:03:9D:9D:8E:B7:1D:9C:21:EE:D9:6F:6F:27:2B:BA:0E:1F:3B:0C:25:C3:63:B7:29:B9:EA:D7:
19:54:2C:F1:83:FE:3C:06:CA:DE:D3:87:D8:BB:6A:C3:99:65:1F:CD:6D:33:55:DC:CA:20:A7:EC:64:99:96:59:98:1F:00:39:C3:B9:55:2B:CD:03:17:C5:56:18:2D:E5:21:69:73:E8:F4:6B:23:3A:67:F6:29:05:95:D2:91:ED:C3:5
B:81:28:1F:4C:98:C7:EA:90:21:E2:02:38:3D:D0:70:CA:D1:8A:84:C7:A0:40:76:F7:D1:45:FD:77:55:13:4E:0F:3D:45:B0:A9:2C:A7:7C:C3:A3:9D:CB:1E:79:EA:0C:BA:E4:2A:9F:0C:6F:BA:BB:E7:27:DC:6C:90:44:4B:54:49
:F3:4A:B0:EC:B1:A4:9E:87:B5:E4:34:C7:61:37:28:F2:BA:58:AE:EF:58:F7:09:30:8E:BB:EE:95:7A:CC:41:F9:5C:68:A7:8E:E7:60:B6:A3:A1:84:AD:EB:22:BD:67:69:C8:97:21:76:B8:3C:B5:9C:99:4E:16:41:39:97:5E:DC:1D
:94:4F:A1:8C:41:BA:6C:A0:68:B7:22:EE:0B:B3:61:93:E0:81:32:60:3E:DF:D5:6F:02:03:01:00:01

Basic Constraints IsCA: true

Subject Key Identifier 6E:E7:25:3B:F8:08:32:B6:76:70:B4:2C:AD:91:64:A2:09:2E:07:FE

Authority Key Identifier 71:7F:35:DE:F5:77:71:6D:1D:12:9C:E1:90:A4:BA:F0:A9:83:8F:80

Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.ecee.gov.pt/dpc

Authority Info Access https://ocsp.ecee.gov.pt

CRL Distribution Points http://crls.ecee.gov.pt/crls/ARL.crl

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: E3:C1:8F:CB:5D:6A:F9:F2:2E:04:38:D9:24:10:33:6D:C8:4E:85:03:02:9D:BD:61:E8:34:C5:6A:EA
:97:A6:26

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2007-12-08T00:00:00Z

Scheme Service Definition URI

URI [ en ] http://www.ecar.parlamento.pt/

URI [ pt ] http://www.ecar.parlamento.pt/

4.1.1 - Extension (critical): Qualifiers [QCSSCDStatusAsInCert, QCStatement]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service (RootCA/QC or CA/QC) identified in "Service digital identity" and further identified by the filters
information used to further identify under the"Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the presence or absence of Secure Signature Creation Device
(SSCD) support DO contain the machineprocessable information indicating whether or not the Qualified Certificate is
supported by an SSCD.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Criteria list assert=all

Policy Identifier nodes:
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5 - TSP: MULTICERT - Serviços de Certificação Electrónica S.A.

TSP Name

Name [ en ] MULTICERT - Serviços de Certificação Electrónica S.A.

Name [ pt ] MULTICERT - Serviços de Certificação Electrónica S.A.

TSP Trade Name

Name [ en ] MULTICERT S.A.

Name [ pt ] MULTICERT S.A.

Name [ en ] VATPT-505767457

PostalAddress

Street Address [ en ] Lagoas Park, Edifício 3, Piso 3

Locality [ en ] Porto Salvo

State Or Province [ en ] Oeiras

Postal Code [ en ] 2740-266 Porto Salvo - Oeiras

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Lagoas Park, Edifício 3, Piso 3

Locality [ pt ] Porto Salvo

State Or Province [ pt ] Oeiras

Postal Code [ pt ] 2740-266 Porto Salvo - Oeiras

Country Name [ pt ] PT

ElectronicAddress

URI mailto:info@multicert.com

URI https://pki.multicert.com/index.html

TSP Information URI

URI [ en ] https://pki.multicert.com/index.html
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5.1 - Service : Multicert 001 BTM(CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] Multicert 001 BTM(CA-Qualified Certificates)

Name [ pt ] Multicert 001 BTM(EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 120033008

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: Baltimore CyberTrust Root

Issuer  OU: CyberTrust

Issuer  O: Baltimore

Issuer  C: IE

Subject  CN: MULTICERT - Entidade de Certificação 001

Subject  OU: Entidade de Certificação Credenciada

Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT

Valid from: Wed Jul 31 21:23:06 CEST 2013
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 Valid to: Fri May 29 21:21:48 CEST 2020

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:95:F1:A9:11:61:3D:5D:7C:D9:C5:55:06:78:3B:79:3D:55:CF:74:7E:6D:18:3D:F3:BD:B1:FF:2D:A6:25:E6:AC:51:80:
CC:3D:E2:15:75:31:89:96:DF:50:B9:74:FB:18:C0:C3:C8:9A:EE:A7:7C:27:B5:7F:07:5C:B4:17:F7:0A:D6:BB:1C:C8:3F:F1:C4:DD:D2:AB:2F:FD:A7:97:F5:1C:AC:B8:FE:FA:BA:27:98:1A:23:E2:DB:6A:B4:0E:24:4D:7A:FF
:53:ED:8D:7F:45:68:27:C6:71:C6:5A:ED:D7:3C:46:E9:F4:16:61:30:9A:AA:79:6F:C9:D9:35:DC:9F:2E:0C:81:D9:23:96:0A:AB:82:50:9A:60:3F:5F:09:81:4D:4B:BF:04:DC:62:C7:64:6A:E0:5A:8C:C3:C8:B2:51:B4:17:37:F7:
C1:14:D2:5F:5E:C0:09:B8:F9:1D:CE:50:B9:17:85:01:FB:84:0E:5A:8E:DA:80:49:96:22:1C:DA:FA:80:DC:9C:3B:3D:DC:D5:76:1F:27:F1:62:17:7E:B2:DB:F6:80:AC:7E:10:45:14:9E:3D:0A:DE:BC:A5:A7:DE:BA:0A:E7:7A
:3A:1C:38:11:39:FA:96:21:23:E1:B3:CA:1B:A9:1B:A3:98:10:6F:76:40:BA:DA:B9:27:BB:01:6D:B7:18:BB:64:C6:80:4D:98:8A:F3:00:80:D7:66:73:71:44:1E:42:82:69:D6:05:FC:0D:04:27:5F:5F:C4:B1:AA:B0:6D:6A:BB:C5
:F4:96:44:29:5A:4C:57:F7:90:FB:69:AE:64:A2:02:70:91:5D:52:74:4D:9D:6F:F4:48:44:81:A8:ED:E3:B0:2C:2F:AB:1B:4F:56:A2:BF:F3:D3:40:8E:46:FB:B6:D0:73:53:31:DB:43:67:BF:BF:31:D4:AA:0C:DF:B0:DD:E2:CF:46
:05:D5:67:E1:11:EA:EF:3D:A5:C1:AA:C1:83:61:18:AD:55:C8:3F:9C:06:90:AD:61:D2:E3:AD:7A:35:78:56:42:0D:47:12:21:68:B2:13:33:BA:5B:88:9D:83:6A:BB:C7:87:B1:C1:B9:D9:39:DD:94:53:DC:E4:6B:60:0B:10:A7:
DC:78:F1:D1:16:B7:69:74:52:0A:C6:F8:94:88:DC:41:16:E2:94:EA:DA:A9:45:33:C9:62:E7:93:AD:44:22:C7:58:8B:19:8F:FC:AC:DE:16:DC:C0:A1:7B:60:E9:28:D8:15:2D:E4:F2:21:70:68:5F:CA:82:5C:54:D3:60:C9:B9:1E:
E5:19:6E:24:9D:69:E0:E2:F9:DB:4F:92:94:ED:25:76:C7:3C:60:0F:15:FB:BF:07:EE:A5:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 1

Certificate Policies Policy OID: 1.3.6.1.4.1.6334.1.0

CPS pointer: http://cybertrust.omniroot.com/repository.cfm

Authority Key Identifier E5:9D:59:30:82:47:58:CC:AC:FA:08:54:36:86:7B:3A:B5:04:4D:F0

CRL Distribution Points http://cdp1.public-trust.com/CRL/Omniroot2025.crl

Subject Key Identifier 7F:33:72:7F:4C:DA:34:C8:0E:A7:75:CB:2E:83:98:1B:06:B8:A6:90

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: CB:E0:12:82:26:7B:9E:E5:E0:0D:33:70:A3:3A:E8:67:56:49:CD:DE:1D:70:B4:9F:10:B8:31:FA:D6
:E0:21:90

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2014-03-01T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.multicert.com

URI [ pt ] https://pki.multicert.com

5.1.1 - Extension (critical): Qualifiers [QCSSCDStatusAsInCert, QCStatement]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service (RootCA/QC or CA/QC) identified in "Service digital identity" and further identified by the filters
information used to further identify under the"Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the presence or absence of Secure Signature Creation Device
(SSCD) support DO contain the machineprocessable information indicating whether or not the Qualified Certificate is
supported by an SSCD.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Criteria list assert=all

Policy Identifier nodes:
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 Identifier 1.3.6.1.4.1.25070.1.1.1.1.0.1.2

5.2 - Service : Multicert 002 BTM(CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] Multicert 002 BTM(CA-Qualified Certificates)

Name [ pt ] Multicert 002 BTM(EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 120041007

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: Baltimore CyberTrust Root

Issuer  OU: CyberTrust

Issuer  O: Baltimore

Issuer  C: IE

Subject  CN: MULTICERT Certification Authority 002

Subject  OU: Accredited Certification Authority

Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT
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 Valid from: Wed May 14 21:54:52 CEST 2014

Valid to: Tue May 13 01:59:00 CEST 2025

Public Key: 30:82:02:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:02:0F:00:30:82:02:0A:02:82:02:01:00:BB:43:97:1D:A3:C9:3A:68:16:B2:58:6F:4A:48:ED:B4:44:6C:C0:48:92:D4:3C:DA:9D:1F:CF:AD:A4:2B:30:21:15:80
:AD:91:EA:A2:16:AF:9E:CE:50:84:40:40:46:7E:0C:53:6E:7E:25:89:81:60:2F:26:AB:EC:44:D0:F0:13:20:A3:C2:AE:C2:12:44:D2:79:8B:C5:8B:FA:EE:7F:0B:A4:69:16:7C:83:78:9C:83:9E:D0:3B:50:EE:22:16:E7:0A:CF:4C:
45:AD:C9:05:A2:D4:07:53:A5:DF:99:83:98:B5:FB:C4:DC:8B:35:18:F3:2B:13:3F:BF:19:CE:9A:00:17:5A:8C:3F:35:56:0A:E4:AB:6A:75:0B:44:78:99:B7:B9:10:6F:D9:97:72:F9:9E:71:BA:B6:7C:27:6B:A0:8B:66:3A:EE:3D:
6E:06:B4:00:B7:E3:41:90:0A:9A:7E:07:23:CE:DB:B9:66:81:B9:CA:EE:CD:D4:9B:D4:22:D9:DA:2C:7F:22:1D:92:FB:45:5E:04:B9:17:1F:53:71:86:32:26:86:15:11:DE:61:B3:8D:D9:E0:EA:C2:8A:B1:5A:77:88:54:22:27:44:
A8:44:CC:57:BA:01:DF:90:BC:AB:B1:E0:4D:EA:89:EA:8B:CE:7A:FA:3B:DE:90:05:75:F0:78:D7:9B:E5:35:2F:79:2F:98:96:E4:96:04:F9:9E:64:9B:75:AB:04:61:97:D5:80:3C:31:0E:F3:18:2B:F6:20:C5:44:A9:B0:5E:63:5B:
5D:4B:C2:EA:2C:A9:3A:85:B5:60:87:CB:5C:35:7A:99:BB:DF:49:34:63:44:F6:27:DD:A5:D9:E7:D2:FE:65:93:33:64:FB:67:2F:FA:0C:61:3A:BD:D5:C6:23:82:78:90:50:0B:4E:F8:BD:8C:03:3F:E3:D7:B5:FA:FC:52:DA:EC:
AF:21:5F:64:EE:85:CD:A2:6F:04:41:05:49:8B:0B:AD:65:C8:E7:FB:87:14:9A:EF:F6:12:F3:EB:E8:0B:C7:B5:D7:8C:55:71:12:A9:BD:E5:2D:7B:0E:74:14:38:E1:42:1E:8E:F6:82:22:4B:08:B8:D8:40:CE:7B:59:25:F0:8C:FD:4
D:C3:F9:60:6F:2A:34:9D:17:92:BE:21:40:FD:BC:D7:13:13:9E:ED:E9:3F:61:AF:BF:3F:5D:BA:2E:D1:61:B3:98:BC:66:12:70:AD:DD:F1:B2:D7:51:62:61:0C:F2:37:D6:BA:17:CD:C6:EA:F9:6B:6B:31:01:35:04:AD:B1:DB:8
9:D2:FF:61:B8:53:28:9A:F5:58:AC:AC:C4:37:62:31:CD:CA:DE:F0:85:59:AA:4D:B7:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 1

Certificate Policies Policy OID: 1.3.6.1.4.1.6334.1.0

CPS pointer: http://cybertrust.omniroot.com/repository.cfm

Authority Info Access http://ocsp.omniroot.com/baltimoreroot

Authority Key Identifier E5:9D:59:30:82:47:58:CC:AC:FA:08:54:36:86:7B:3A:B5:04:4D:F0

CRL Distribution Points http://cdp1.public-trust.com/CRL/Omniroot2025.crl

Subject Key Identifier 2C:F4:CE:00:8E:78:00:5A:AA:71:0F:5B:8E:5C:DE:8D:A3:67:E4:4F

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 1F:06:4C:55:C8:14:C8:B6:EA:77:7A:84:22:16:CA:C8:FE:35:AC:70:A8:7D:8C:DF:55:BC:2D:80:2
8:E8:D0:09

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.

Status Starting Time 2014-05-14T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://pki.multicert.com

URI [ pt ] https://pki.multicert.com

5.2.1 - Extension (critical): Qualifiers [QCSSCDStatusAsInCert, QCStatement]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service (RootCA/QC or CA/QC) identified in "Service digital identity" and further identified by the filters
information used to further identify under the"Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the presence or absence of Secure Signature Creation Device
(SSCD) support DO contain the machineprocessable information indicating whether or not the Qualified Certificate is
supported by an SSCD.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement
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 Criteria list assert=all

Policy Identifier nodes:

Identifier 1.3.6.1.4.1.25070.1.1.1.1.0.1.2

5.3 - Service : MULTICERT Qualified Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] MULTICERT Qualified Time Stamping Authority

Name [ pt ] Multicert (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1969084544547477761

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: MULTICERT Trust Services Certification Authority 001

Issuer  OU: MULTICERT Trust Services Provider

Issuer  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Issuer  C: PT

Subject  CN: MULTICERT Qualified Time Stamping Authority
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Subject  SERIAL NUMBER: 000003

Subject  OU: Time Stamping Services

Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT

Valid from: Wed Jul 30 15:32:12 CEST 2014

Valid to: Fri Jan 29 14:32:12 CET 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C4:71:A0:68:D5:A6:24:5B:DA:7F:0B:A7:05:9A:65:5D:94:50:29:F1:CD:F6:CE:8C:25:58:61:D3:6B:44:E4:63:F2:88:7
8:EA:A7:68:B2:92:F6:6F:E1:FB:76:55:AB:3C:DF:CB:4A:A5:C5:BE:3B:CD:CA:82:E6:E0:EA:5A:0B:15:5D:10:2D:1D:9E:9D:F3:C3:D9:F4:B4:1D:26:61:36:35:F0:6F:88:C6:66:B7:C0:BD:3D:E5:05:C3:28:D9:12:3A:99:97:B
0:81:09:E7:94:FA:B3:B1:78:FE:AF:19:91:C7:1B:C4:70:3F:C2:38:9B:08:6F:08:D4:2E:19:CF:80:E4:D5:8E:8D:FF:3E:36:DF:FE:26:8C:6F:CE:16:33:C4:CB:25:EC:1F:FA:4B:BE:F8:F2:1B:EB:10:91:03:4A:FF:18:5B:7E:56:11:
34:84:5A:1C:0F:73:89:D3:69:B7:DE:12:B7:6A:F4:E2:46:46:BC:5C:F9:8E:CD:49:24:4C:A2:C6:6D:8D:4C:B3:A5:06:A7:60:55:0E:97:F9:54:1E:3F:82:FB:DB:C1:12:AE:0D:26:5D:7C:BE:1A:10:FB:99:38:60:3A:AC:6F:0C:A
D:C3:FD:7D:DB:DC:31:F6:BF:AA:D1:50:AB:49:AA:8F:A0:E6:33:23:37:23:2D:47:7D:B5:8F:C9:02:03:01:00:01

Authority Info Access http://ocsp.multicert.com/ocsp

Subject Key Identifier BB:4C:D6:67:73:A4:58:6B:2D:27:80:A3:8D:58:83:8D:7F:52:F8:23

Basic Constraints IsCA: false

Authority Key Identifier 9D:AA:5C:00:15:3A:E3:08:F4:7E:31:CD:17:08:18:93:23:93:52:A5

Certificate Policies Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.1.1

CPS text: [Certificado emitido de acordo com a Política de Certificados em/Certificate issued in
accordance with the Certificate Policy in http://ts4pki.multicert.com/pol/index.html]

Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.7

CPS pointer: http://ts4pki.multicert.com/pol/index.html

CRL Distribution Points http://ts4pki.multicert.com/crl/crl_mtsca001.crl

Extended Key Usage id_kp_timeStamping

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 34:26:EC:3C:07:80:65:D7:5A:72:93:80:21:94:0C:1E:3F:54:AD:F6:A4:C4:1D:87:1C:18:93:D0:28:A
9:35:40

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2014-09-24T00:00:01Z

Scheme Service Definition URI

URI [ en ] http://ts4pki.multicert.com/pol/index.html
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 URI [ pt ] http://ts4pki.multicert.com/pol/index.html

5.4 - Service : MULTICERT Qualified Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] MULTICERT Qualified Time Stamping Authority

Name [ pt ] Multicert (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 3351623168285604190

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: MULTICERT Trust Services Certification Authority 001

Issuer  OU: MULTICERT Trust Services Provider

Issuer  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Issuer  C: PT

Subject  CN: MULTICERT Qualified Time Stamping Authority

Subject  SERIAL NUMBER: 000004

Subject  OU: Time Stamping Services
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Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT

Valid from: Thu Oct 30 11:53:27 CET 2014

Valid to: Sat May 01 12:53:27 CEST 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:D5:77:F1:A1:AF:F5:9D:19:C8:D7:39:AF:82:1E:C8:E2:BB:F7:11:4A:08:D7:A4:72:E5:9A:73:67:A8:49:C0:26:77:BA:
F8:31:64:54:81:13:90:37:5B:2E:F9:B7:F7:9A:DB:04:4B:D8:52:6E:13:E7:5A:86:06:09:42:3A:87:F0:2C:B2:A8:D2:D1:DD:36:4E:A5:2D:45:62:38:03:F8:83:4F:69:39:0E:A1:80:A1:A3:7D:DF:09:2C:1A:25:5B:C4:44:9C:81:32:
AF:F9:25:77:74:0E:BD:40:7B:12:36:4B:4A:7B:5C:3A:16:BB:DE:04:D0:CF:68:82:3E:68:D7:9A:DF:51:6C:A3:EC:01:AC:59:89:E4:4D:E5:EF:63:34:B8:66:E3:04:05:DB:A2:CA:CA:E8:40:E6:86:29:B6:BD:F9:87:12:93:C1:4F
:FE:73:AA:AB:B2:73:EA:E4:2E:A9:C4:C9:19:7B:4E:8E:95:31:0C:EA:13:11:1A:E6:B5:E8:0D:BA:A0:CC:FB:49:F0:D3:70:38:99:35:8D:6A:19:36:9D:C9:B5:B4:1D:7D:80:73:0E:00:F6:FA:B1:FB:8B:50:98:4F:B9:29:66:58:C
1:99:D8:2D:BF:8F:2C:82:1A:F4:A0:09:5B:FE:C1:3C:38:20:5D:AA:B2:9B:2D:AB:4D:E8:89:02:03:01:00:01

Authority Info Access http://ocsp.multicert.com/ocsp

Subject Key Identifier 96:54:42:3F:3B:79:D1:3E:A7:98:59:8B:2F:D9:06:1C:E3:05:83:7D

Basic Constraints IsCA: false

Authority Key Identifier 9D:AA:5C:00:15:3A:E3:08:F4:7E:31:CD:17:08:18:93:23:93:52:A5

Certificate Policies Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.1.1

CPS text: [Certificado emitido de acordo com a Política de Certificados em/Certificate issued in
accordance with the Certificate Policy in http://ts4pki.multicert.com/pol/index.html]

Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.7

CPS pointer: http://ts4pki.multicert.com/pol/index.html

CRL Distribution Points http://ts4pki.multicert.com/crl/crl_mtsca001.crl

Extended Key Usage id_kp_timeStamping

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 8E:59:6F:FD:2B:D1:B3:56:46:37:B4:58:CC:FF:80:22:28:CC:03:57:B8:84:6C:03:BD:B4:4B:74:53:
1C:9D:44

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2014-12-11T02:00:00Z

Scheme Service Definition URI

URI [ en ] http://ts4pki.multicert.com/pol/index.html

URI [ pt ] http://ts4pki.multicert.com/pol/index.html
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5.5 - Service : MULTICERT Qualified Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] MULTICERT Qualified Time Stamping Authority

Name [ pt ] Multicert (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1003203698841180884

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: MULTICERT Trust Services Certification Authority 001

Issuer  OU: MULTICERT Trust Services Provider

Issuer  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Issuer  C: PT

Subject  CN: MULTICERT Qualified Time Stamping Authority

Subject  SERIAL NUMBER: 000005

Subject  OU: Time Stamping Services

Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT
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 Valid from: Tue Feb 03 14:05:41 CET 2015

Valid to: Wed Feb 03 14:05:41 CET 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BA:ED:3A:E0:67:A3:90:F4:2D:4E:17:4F:07:7E:71:4D:6F:CD:A3:F1:90:EE:31:CF:58:3E:63:3F:F1:59:C9:7F:3D:C6:7
F:56:98:BC:CE:CC:3E:43:69:EF:4D:78:2A:F4:1E:9C:50:61:77:2C:EC:7C:F7:DE:84:21:1E:DD:B9:63:71:E2:D3:6F:0A:73:DC:AC:CA:84:8F:5F:D9:99:5E:9F:40:BC:FC:29:51:03:2D:CC:88:DC:EF:C9:1A:66:D1:C9:FC:8E:C
8:32:F5:54:66:25:00:7C:80:44:C9:69:35:66:31:87:9F:6F:2F:63:C8:22:EA:1D:E6:6F:64:C0:1E:9B:6B:5C:48:08:CB:73:D1:56:7C:E5:86:DF:4A:79:C4:FA:AF:3F:A2:67:91:82:43:E0:E6:AA:EB:B6:21:9B:18:5C:A0:50:7F:6C:C
2:E2:D0:40:F4:DC:01:9C:64:6E:0F:34:6A:F4:56:8A:48:B9:A0:B1:52:08:64:48:B9:B8:4A:F4:68:3B:E9:0E:1F:27:C4:E5:65:EA:D3:ED:AF:13:44:E3:94:6A:5E:6F:1F:91:FF:DA:FD:8F:27:E3:F2:03:40:19:75:94:CF:E6:C7:3E:
9B:F6:F2:A8:75:4C:70:AD:8B:2C:FB:A6:62:98:12:EB:AF:98:83:5A:84:70:7D:62:E2:B9:02:03:01:00:01

Authority Info Access http://ocsp.multicert.com/ocsp

Subject Key Identifier 6D:7E:41:CE:F3:28:F1:74:17:5C:70:23:EE:A5:76:86:FE:1F:74:FA

Basic Constraints IsCA: false

Authority Key Identifier 9D:AA:5C:00:15:3A:E3:08:F4:7E:31:CD:17:08:18:93:23:93:52:A5

Certificate Policies Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.1.1

CPS text: [Certificado emitido de acordo com a Política de Certificados em/Certificate issued in
accordance with the Certificate Policy in http://ts4pki.multicert.com/pol/index.html]

Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.7

CPS pointer: http://ts4pki.multicert.com/pol/index.html

CRL Distribution Points http://ts4pki.multicert.com/crl/crl_mtsca001.crl

Extended Key Usage id_kp_timeStamping

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 9D:11:BF:0D:9F:27:E3:D5:BF:36:2A:0F:61:07:10:29:FF:BA:34:2C:5C:29:31:1D:35:2A:96:0B:96:
51:DE:16

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2015-02-09T00:00:00Z

Scheme Service Definition URI

URI [ en ] http://ts4pki.multicert.com/pol/index.html

URI [ pt ] http://ts4pki.multicert.com/pol/index.html

5.6 - Service : MULTICERT Qualified Time Stamping Authority

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
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Service Name

Name [ en ] MULTICERT Qualified Time Stamping Authority

Name [ pt ] Multicert (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 1203717942046108825

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: MULTICERT Trust Services Certification Authority 001

Issuer  OU: MULTICERT Trust Services Provider

Issuer  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Issuer  C: PT

Subject  CN: MULTICERT Qualified Time Stamping Authority

Subject  SERIAL NUMBER: 000006

Subject  OU: Time Stamping Services

Subject  O: MULTICERT - Serviços de Certificação Electrónica S.A.

Subject  C: PT

Valid from: Tue Feb 16 20:20:47 CET 2016

Valid to: Wed Feb 16 20:20:47 CET 2022
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Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BD:0B:34:78:D7:ED:33:01:09:C0:35:9D:8C:D4:7C:59:10:25:45:6A:04:E5:3E:9F:BD:D3:D2:8B:D5:79:2D:D2:C7:D9
:B9:46:2E:FD:36:11:6B:51:66:D7:6D:F6:C9:22:4F:0B:A3:3D:04:B8:26:EF:9B:03:23:2D:F3:37:46:ED:40:5F:2C:EA:1D:A2:67:5D:88:73:BA:6C:D8:69:EF:86:BB:4D:D6:EF:27:A9:F3:EC:DA:02:0E:24:93:4A:4B:8E:D9:BB:F
F:E6:F7:2E:3A:48:E2:69:3A:3A:C2:F3:23:67:FE:E7:69:E2:96:29:74:22:4B:C7:4F:01:54:59:36:E2:7F:8A:72:D7:5F:68:52:FA:ED:B2:96:54:24:8B:64:08:68:5C:29:02:AA:9B:96:6D:13:B2:0F:EC:B9:36:D9:52:99:CF:02:AC:6
C:5D:82:FF:C9:DD:D8:6D:D8:EE:12:45:A4:36:AF:F3:B3:B8:67:A9:18:85:E9:AA:E1:5F:50:62:3A:EB:83:94:99:95:5D:75:42:46:F0:39:7C:87:8C:D9:A1:6B:B0:7D:FC:10:10:27:05:8A:01:D8:3B:FE:FF:DA:2C:51:74:ED:28:2
2:C3:80:A2:CD:52:CE:81:14:48:BC:83:7B:A9:33:6D:08:02:14:73:62:78:5E:37:9B:D0:7D:02:03:01:00:01

Authority Info Access http://ocsp.multicert.com/ocsp

Subject Key Identifier FF:CE:5E:EF:91:B6:9C:82:F2:09:46:9D:80:97:40:E7:E0:E5:08:47

Basic Constraints IsCA: false

Authority Key Identifier 9D:AA:5C:00:15:3A:E3:08:F4:7E:31:CD:17:08:18:93:23:93:52:A5

Certificate Policies Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.1.1

CPS text: [Certificado emitido de acordo com a Política de Certificados em/Certificate issued in
accordance with the Certificate Policy in http://ts4pki.multicert.com/pol/index.html]

Policy OID: 1.3.6.1.4.1.25070.1.1.1.2.0.7

CPS pointer: http://ts4pki.multicert.com/pol/index.html

CRL Distribution Points http://ts4pki.multicert.com/crl/crl_mtsca001.crl

Extended Key Usage id_kp_timeStamping

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: C5:F2:89:2C:4B:20:40:1A:E1:8D:4A:24:B4:C6:55:0F:CC:86:03:42:01:76:C8:7E:4B:C1:FE:DC:E4:
61:99:64

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2016-02-29T00:00:00Z

Scheme Service Definition URI

URI [ en ] http://ts4pki.multicert.com/pol/index.html
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6 - TSP: British Telecommunications plc

TSP Name

Name [ en ] British Telecommunications plc

Name [ pt ] British Telecommunications plc

TSP Trade Name

Name [ en ] British Telecom

Name [ pt ] British Telecom

PostalAddress

Street Address [ en ] BT Trust Service, P.O. Box 641,

Locality [ en ] Cardiff

State Or Province [ en ] Cardiff

Postal Code [ en ] CF1 1YL

Country Name [ en ] UK

PostalAddress

Street Address [ pt ] BT Trust Service, P.O. Box 641,

Locality [ pt ] Cardiff

State Or Province [ pt ] Cardiff

Postal Code [ pt ] CF1 1YL

Country Name [ pt ] UK

ElectronicAddress

URI mailto:support@trustwise.com

URI http://www.globalservices.bt.com/

TSP Information URI

URI [ en ] http://www.globalservices.bt.com
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6.1 - Service : BT/DigitalSign (CA-Qualified Certificates)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] BT/DigitalSign (CA-Qualified Certificates)

Name [ pt ] BT/DigitalSign (EC-Certificados Qualificados)

Service digital identities

X509SubjectName

Subject  CN: BT/DigitalSign Qualified CA

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Subject  OU: VeriSign Trust Network

Subject  OU: LRA - DigitalSign Certificadora Digital (PT507015851)

Subject  O: British Telecommunications plc

Subject  C: GB

Certificate fields details

Version: 3

Serial Number: 129306905431624887482487812001666232948

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: BT Class 2 CA - G2
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Issuer  OU: VeriSign Trust Network

Issuer  O: British Telecommunications plc

Issuer  C: GB

Subject  CN: BT/DigitalSign Qualified CA

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Subject  OU: VeriSign Trust Network

Subject  OU: LRA - DigitalSign Certificadora Digital (PT507015851)

Subject  O: British Telecommunications plc

Subject  C: GB

Valid from: Thu Aug 14 02:00:00 CEST 2008

Valid to: Fri Aug 14 01:59:59 CEST 2015

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BE:89:91:50:94:D3:C4:23:71:10:9D:36:81:40:33:4B:6C:16:65:1D:33:37:D3:01:31:7A:DA:BF:66:DF:E1:60:11:CB:D0
:F5:5B:4E:1C:73:81:56:8B:8F:F6:09:BC:23:95:57:E5:21:36:99:91:96:76:46:C8:EF:69:C8:26:E8:D2:EA:B1:3B:05:56:5F:D2:FE:07:7F:F8:4B:0A:CA:38:87:8B:15:80:88:34:FA:DD:47:27:77:68:11:B8:31:50:AE:69:3C:DC:BA:
DA:35:C6:A2:69:4D:CC:C7:2E:FE:29:8B:B3:9E:37:0F:73:21:18:97:0C:C6:F3:FA:8F:4B:72:13:5A:94:5D:DF:14:5A:D3:A7:B9:93:68:08:39:8A:DF:10:31:C8:FE:85:57:8C:0E:C5:10:17:E1:5A:25:F2:34:BC:50:1D:96:D0:C4:B
5:B0:B5:87:F8:B1:A6:D1:38:C5:8A:65:30:04:74:4A:DE:83:DF:33:6B:C5:B3:72:6C:BE:3E:9F:32:5F:6C:C8:0C:76:68:E1:D4:2A:8E:1A:22:C1:81:EE:A1:A2:4A:81:7F:82:0F:F5:A2:C1:9A:B3:5F:C1:39:9F:63:5B:62:28:40:D9
:B9:76:5F:A5:2D:93:BC:04:8E:CD:90:08:84:E4:DC:B3:DA:11:B9:85:F1:2C:61:31:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.trustwise.com/cps

CPS text: [https://www.trustwise.com/rpa]

CRL Distribution Points http://onsitecrl.trustwise.com/BTClass2CA-G2.crl

Subject Key Identifier A1:83:72:1A:3D:9E:9F:22:E6:DE:82:C7:90:C9:51:01:FF:83:29:6B

Authority Key Identifier 6A:BB:05:7C:FD:DE:CD:E6:DB:08:CA:3B:D9:4E:24:3D:3B:57:B3:F4

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C3:B8:33:EF:F2:FD:D5:6F:6F:B2:6B:68:61:53:4D:D7:81:45:D6:01:90:31:41:93:4B:04:2B:B3:BC:
BE:51:0B

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/accredited

Service status description [en] An accreditation assessment has been performed by the Accreditation Body on behalf of the Member State identified in the
"Scheme territory" and the service identified in "Service digital identity" provided by the trust service provider identified in
"TSP name" is found to be in compliance with the provisions laid down in Directive 1999/93/EC.
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 Status Starting Time 2009-04-22T23:00:01Z

6.2 - Service : DigitalSign (LRA in Portugal)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/RA

Service type description [en] A registration service that verifies the identity and, if applicable, any specific attributes of a subject for which a certificate
is applied for, and whose results are passed to the relevant certificate generation service.

Service Name

Name [ en ] DigitalSign (LRA in Portugal)

Name [ pt ] DigitalSign (Entidade de Registo em Portugal)

Service digital identities

X509SubjectName

Subject  CN: BT/DigitalSign Qualified CA

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Subject  OU: VeriSign Trust Network

Subject  OU: LRA - DigitalSign Certificadora Digital (PT507015851)

Subject  O: British Telecommunications plc

Subject  C: GB

Certificate fields details

Version: 3

Serial Number: 129306905431624887482487812001666232948

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA
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Issuer  CN: BT Class 2 CA - G2

Issuer  OU: VeriSign Trust Network

Issuer  O: British Telecommunications plc

Issuer  C: GB

Subject  CN: BT/DigitalSign Qualified CA

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Subject  OU: VeriSign Trust Network

Subject  OU: LRA - DigitalSign Certificadora Digital (PT507015851)

Subject  O: British Telecommunications plc

Subject  C: GB

Valid from: Thu Aug 14 02:00:00 CEST 2008

Valid to: Fri Aug 14 01:59:59 CEST 2015

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BE:89:91:50:94:D3:C4:23:71:10:9D:36:81:40:33:4B:6C:16:65:1D:33:37:D3:01:31:7A:DA:BF:66:DF:E1:60:11:CB:D0
:F5:5B:4E:1C:73:81:56:8B:8F:F6:09:BC:23:95:57:E5:21:36:99:91:96:76:46:C8:EF:69:C8:26:E8:D2:EA:B1:3B:05:56:5F:D2:FE:07:7F:F8:4B:0A:CA:38:87:8B:15:80:88:34:FA:DD:47:27:77:68:11:B8:31:50:AE:69:3C:DC:BA:
DA:35:C6:A2:69:4D:CC:C7:2E:FE:29:8B:B3:9E:37:0F:73:21:18:97:0C:C6:F3:FA:8F:4B:72:13:5A:94:5D:DF:14:5A:D3:A7:B9:93:68:08:39:8A:DF:10:31:C8:FE:85:57:8C:0E:C5:10:17:E1:5A:25:F2:34:BC:50:1D:96:D0:C4:B
5:B0:B5:87:F8:B1:A6:D1:38:C5:8A:65:30:04:74:4A:DE:83:DF:33:6B:C5:B3:72:6C:BE:3E:9F:32:5F:6C:C8:0C:76:68:E1:D4:2A:8E:1A:22:C1:81:EE:A1:A2:4A:81:7F:82:0F:F5:A2:C1:9A:B3:5F:C1:39:9F:63:5B:62:28:40:D9
:B9:76:5F:A5:2D:93:BC:04:8E:CD:90:08:84:E4:DC:B3:DA:11:B9:85:F1:2C:61:31:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.trustwise.com/cps

CPS text: [https://www.trustwise.com/rpa]

CRL Distribution Points http://onsitecrl.trustwise.com/BTClass2CA-G2.crl

Subject Key Identifier A1:83:72:1A:3D:9E:9F:22:E6:DE:82:C7:90:C9:51:01:FF:83:29:6B

Authority Key Identifier 6A:BB:05:7C:FD:DE:CD:E6:DB:08:CA:3B:D9:4E:24:3D:3B:57:B3:F4

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: C3:B8:33:EF:F2:FD:D5:6F:6F:B2:6B:68:61:53:4D:D7:81:45:D6:01:90:31:41:93:4B:04:2B:B3:BC:
BE:51:0B

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision
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Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2009-04-22T23:00:01Z

Scheme Service Definition URI

URI [ en ] http://www.digitalsign.pt
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7 - TSP: DigitalSign - Certificadora Digital

TSP Name

Name [ en ] DigitalSign - Certificadora Digital

Name [ pt ] DigitalSign - Certificadora Digital

TSP Trade Name

Name [ en ] DigitalSign - Certificadora Digital, S.A.

Name [ pt ] DigitalSign - Certificadora Digital, S.A.

Name [ en ] VATPT-507015851

PostalAddress

Street Address [ en ] Largo Pe. Bernardino Ribeiro Fernandes, 26

Locality [ en ] Nespereira - Guimarães

State Or Province [ en ] Guimarães

Postal Code [ en ] 4835-489 Nespereira - Guimarães

Country Name [ en ] PT

PostalAddress

Street Address [ pt ] Largo Pe. Bernardino Ribeiro Fernandes, 26

Locality [ pt ] Nespereira - Guimarães

State Or Province [ pt ] Guimarães

Postal Code [ pt ] 4835-489 Nespereira - Guimarães

Country Name [ pt ] PT

ElectronicAddress

URI mailto:geral@digitalsign.pt

URI http://www.digitalsign.pt/ECDIGITALSIGN/cps/

TSP Information URI

URI [ en ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/index_en.jsp
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 URI [ pt ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/index.jsp

7.1 - Service : DigitalSign Qualified CA

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] DigitalSign Qualified CA

Name [ pt ] Digitalsign (EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 5026421201624347499385324318084707635

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: BT Class 2 CA - G2

Issuer  OU: VeriSign Trust Network

Issuer  O: British Telecommunications plc

Issuer  C: GB

Subject  CN: DigitalSign Qualified CA

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Subject  OU: VeriSign Trust Network
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 Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Fri Jun 13 02:00:00 CEST 2008

Valid to: Tue Jun 12 01:59:59 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:A7:A5:B1:42:F8:B7:97:0A:28:18:64:B4:68:B6:00:B6:F7:97:FB:5B:AD:1A:79:14:A2:55:33:44:E4:28:1E:3F:BA:A4:D
9:1F:F3:F8:68:D1:30:B5:E7:F6:17:32:F3:FF:76:7E:3A:93:9F:D0:8C:7A:7C:B3:B2:BF:F0:13:52:A2:D2:F7:04:EF:74:92:2C:EB:CC:2A:CC:95:9F:9C:85:B7:65:09:E5:1A:66:52:5A:02:EF:8D:C7:B0:F2:2F:F1:77:72:D6:4E:E2:
BA:3F:B8:5B:7F:A1:21:7B:32:03:DA:3B:41:26:C9:99:63:08:F3:1D:9A:BD:28:36:F2:87:29:0A:C3:A6:B5:34:DA:92:F4:AA:24:2D:D0:DF:78:50:A2:61:7F:31:25:C4:CC:01:28:48:DB:8D:43:02:56:BB:1D:59:CD:84:C8:BA:78
:DB:E0:1E:E0:EB:32:86:BC:F5:86:07:9B:68:7F:AF:CC:22:8E:77:21:14:60:A1:F6:86:F5:2F:28:DF:16:60:66:03:1A:68:14:38:68:E8:D1:32:F1:34:90:E4:5A:F8:BE:23:EA:AC:6A:13:F4:E2:CF:3A:FF:9F:FF:D5:FF:A5:1E:74:4F
:64:63:28:89:39:E2:5B:D5:7B:03:83:86:E6:02:9B:C8:02:76:77:20:D7:8F:E2:11:D9:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Subject Key Identifier BB:1F:44:1D:EC:22:F7:A0:F5:2B:F2:8F:23:90:59:F8:B2:99:20:AA

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.trustwise.com/cps

CPS text: [https://www.trustwise.com/rpa]

CRL Distribution Points http://onsitecrl.trustwise.com/BTClass2CA-G2.crl

Authority Key Identifier 6A:BB:05:7C:FD:DE:CD:E6:DB:08:CA:3B:D9:4E:24:3D:3B:57:B3:F4

Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 84:FA:E8:C3:AE:EB:CA:60:60:50:BC:11:48:7F:EC:E7:46:4C:12:10:A4:E6:EA:F2:61:CE:CB:01:3
6:81:BC:AB

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2011-12-19T00:00:01Z

Scheme Service Definition URI

URI [ en ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/

URI [ pt ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/

7.1.1 - Extension (critical): Qualifiers [QCSSCDStatusAsInCert, QCStatement]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service (RootCA/QC or CA/QC) identified in "Service digital identity" and further identified by the filters
information used to further identify under the"Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the presence or absence of Secure Signature Creation Device
(SSCD) support DO contain the machineprocessable information indicating whether or not the Qualified Certificate is
supported by an SSCD.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert
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 Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.840.1.113733.1.7.44.2

7.2 - Service : DigitalSign TSA (Qualified TSA)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] DigitalSign TSA (Qualified TSA)

Name [ pt ] Digitalsign (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 83530414347578653836659220680697836552

X509 Certificate -----BEGIN CERTIFICATE-----
==

-----END CERTIFICATE-----

Signature algorithm: SHA1withRSA

Issuer  CN: DigitalSign Qualified CA

Issuer  OU: Class 2 Managed PKI Individual Subscriber CA

Issuer  OU: Terms of use at https://www.trustwise.com/rpa (c)08

Issuer  OU: VeriSign Trust Network

Issuer  O: DigitalSign - Certificadora Digital

Issuer  C: PT
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 Subject  CN: DigitalSign TSA

Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Wed Jun 27 02:00:00 CEST 2012

Valid to: Tue Jun 12 01:59:59 CEST 2018

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:DF:B8:0B:7D:42:E6:4D:EC:FC:17:C2:AC:2A:55:C6:04:E6:AE:7C:C1:B1:D2:64:7C:14:FB:7F:43:7A:51:7A:8D:FF:E
7:2D:DF:FD:38:F1:B6:EA:A5:FB:D6:E3:9E:49:F0:34:AA:44:DE:A1:93:3D:F6:11:CE:23:0B:75:95:A4:28:E7:C4:FF:84:5C:8F:DD:8F:A6:C1:AB:99:C4:5D:18:3E:06:7F:AD:BF:3F:F6:DF:BE:D3:D5:6C:D8:2C:8F:AD:88:FE:
37:F7:B4:61:5E:24:42:B5:C3:48:C0:E9:E7:39:B4:52:3E:4D:CE:90:C7:B9:F3:83:75:AB:77:7C:F8:1C:E3:70:E7:6F:69:9E:88:B3:ED:B2:84:69:37:28:ED:99:D8:FA:BE:82:30:C9:1F:DF:00:98:FF:4F:13:F4:D1:21:71:D6:96:35:
D3:E2:0C:FB:4C:A9:04:61:63:98:B5:AC:0E:E0:B3:67:81:C2:2C:3D:17:85:80:80:AC:F8:0A:92:50:B6:E3:D4:EB:8D:D6:6E:53:08:9D:98:0D:9D:1B:E2:DA:CC:A6:5D:97:63:6E:AF:AE:5B:27:61:02:AA:05:C2:66:D8:BA:82:1
D:93:55:C6:5F:F8:B6:DE:B6:38:8A:21:4A:49:0E:CE:46:AF:AF:5E:96:A9:6D:FB:1B:EF:24:A7:CD:02:03:01:00:01

Basic Constraints IsCA: false

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps

CRL Distribution Points http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificate/LatestCRL.crl

Subject Key Identifier E4:EF:01:CE:8C:56:E0:D6:40:E5:E0:14:D6:12:03:35:E8:9C:A8:D1

Extended Key Usage id_kp_timeStamping

Authority Key Identifier BB:1F:44:1D:EC:22:F7:A0:F5:2B:F2:8F:23:90:59:F8:B2:99:20:AA

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 56:84:FB:DE:60:03:55:56:FE:34:67:8E:A5:2E:5F:5E:42:CD:3C:AC:F1:61:9A:BF:B0:A8:AE:C7:E
3:7D:B5:1E

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2013-06-21T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

URI [ pt ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

7.3 - Service : DigitalSign TSA - G2 (Qualified TSA)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.
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Service Name

Name [ en ] DigitalSign TSA - G2 (Qualified TSA)

Name [ pt ] Digitalsign (Serviço de Validação Cronológica Qualificado - TSA)

Service digital identities

Certificate fields details

Version: 3

Serial Number: 11969921749068130704300929538599368288

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: DigitalSign Qualified CA - G2

Issuer  OU: Class 2 Managed PKI Individual Subscriber CA

Issuer  OU: Symantec Trust Network

Issuer  O: DigitalSign - Certificadora Digital

Issuer  C: PT

Subject  CN: DigitalSign TSA - G2

Subject  OU: Symantec Trust Network

Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Thu Oct 31 01:00:00 CET 2013

Valid to: Thu Oct 31 00:59:59 CET 2019

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:BC:7F:8D:6B:83:7E:68:10:63:CD:3B:78:E9:F9:D6:EB:78:8D:E2:41:30:8F:4D:49:C9:D3:49:05:6E:D5:2B:D9:CD:6E:
88:C3:F3:90:F1:90:13:95:D7:D5:70:59:DD:AB:CA:B3:0C:DD:31:B7:33:03:35:70:30:51:3C:85:AC:D0:0B:26:D7:A0:4C:35:8B:ED:0D:AB:2D:F3:4D:78:C8:8B:BA:8D:42:5E:35:39:3C:73:09:AE:1E:60:4D:63:E4:38:92:DF:8
D:37:39:6B:B6:0C:1E:B4:B6:DE:DF:A0:75:15:60:D8:7D:31:B0:7B:8B:E0:CB:99:7B:9F:8E:D4:9F:0A:50:1D:E6:20:05:B8:8C:2C:A6:78:1C:5E:00:DC:CA:EA:69:AC:E3:82:0C:05:09:70:18:36:98:2E:34:DB:59:58:45:00:46:8
5:96:84:B7:69:51:E9:79:A0:FC:0E:EF:39:5B:F4:FA:03:D8:C9:4E:DD:84:CF:C9:4A:53:D2:E0:04:55:DE:AE:18:58:D0:84:26:BC:AC:03:32:2E:A2:9C:A7:45:EC:51:63:A7:79:B1:6C:7B:8D:E1:E9:5D:7B:A8:5D:78:66:E4:30:9
B:42:39:F3:68:FC:44:BB:73:C6:5E:C9:30:D1:C7:AC:6E:15:0B:06:39:49:E9:E4:CE:25:E4:CD:02:03:01:00:01
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 QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Subject Key Identifier 27:86:F9:48:F1:84:3C:68:6B:1F:32:19:A6:B7:D1:91:B0:9E:BD:29

Basic Constraints IsCA: false

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps

CPS text: [https://www.digitalsign.pt/ECDIGITALSIGN/rpa]

CPS text: [In event of a conflict between the terms of BT CPS and the terms of DigitalSign CPS, the
terms of BT CPS shall control.]

CRL Distribution Points http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificateG2/LatestCRL.crl

Extended Key Usage id_kp_timeStamping

Authority Key Identifier 28:ED:49:3D:82:AD:59:97:11:41:6C:94:B3:B0:4A:B2:59:89:14:79

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 08:9F:1A:E9:8E:B6:F3:20:A9:E1:DC:89:7D:D2:F8:87:FE:2E:97:EF:91:12:43:5D:B8:06:7A:57:62:
ED:6A:38

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2014-02-06T00:00:01Z

Scheme Service Definition URI

URI [ en ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

URI [ pt ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

7.4 - Service : DigitalSign TSA - G2 (Qualified TSA)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] DigitalSign TSA - G2 (Qualified TSA)

Name [ pt ] Digitalsign (Serviço de Validação Cronológica Qualificado - TSA)
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Service digital identities

Certificate fields details

Version: 3

Serial Number: 154868363469230800929269397163666099011

X509 Certificate -----BEGIN CERTIFICATE-----
=

-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: DigitalSign Qualified CA - G2

Issuer  OU: Class 2 Managed PKI Individual Subscriber CA

Issuer  OU: Symantec Trust Network

Issuer  O: DigitalSign - Certificadora Digital

Issuer  C: PT

Subject  CN: DigitalSign TSA - G2

Subject  OU: Symantec Trust Network

Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Wed Oct 15 02:00:00 CEST 2014

Valid to: Thu Oct 15 01:59:59 CEST 2020

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:E3:3E:62:05:5C:2C:62:48:BD:06:11:4E:61:77:D9:C8:ED:01:C1:2A:B0:0A:7B:18:87:4C:5B:BF:B3:BC:AA:67:AF:F0:
28:FE:BB:C2:7E:DF:0B:01:7D:F1:68:33:BC:CD:6F:7B:92:F4:6D:D5:F7:B0:15:92:A5:65:40:7C:9E:C6:C7:2D:6E:57:52:B8:F5:6F:93:18:06:DB:9D:14:AB:C1:76:49:09:74:ED:B7:0A:F2:A8:65:23:B5:40:3D:19:B2:7A:57:14:
C6:5A:EF:13:D4:5A:0C:20:97:79:67:ED:C7:16:E1:25:C8:A0:D4:1A:1D:7B:7F:36:37:A6:52:55:17:B6:10:F3:43:17:F9:F9:67:B0:16:5E:D8:5A:8B:92:E3:10:70:C6:5D:04:27:E6:FE:60:B1:06:0A:8F:D0:87:ED:BE:56:50:28:6E:
55:17:99:05:61:F9:C0:F0:F1:F6:F8:6B:12:DC:0C:97:DD:71:34:8B:D2:D0:4F:CF:7F:A1:58:84:11:0D:41:AB:18:91:16:DD:98:F9:DD:1F:68:9C:6D:49:83:9D:B2:5B:15:99:F6:07:26:7A:EE:6C:99:EA:03:5E:83:CE:53:A3:08:D
9:F2:AE:88:1B:28:CE:3A:EC:FE:0E:63:14:E6:A5:88:78:AA:B7:46:A2:A7:A3:A1:E7:89:02:03:01:00:01

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps

CPS text: [https://www.digitalsign.pt/ECDIGITALSIGN/rpa]

CPS text: [In the event of a conflict between the terms of BT CPS and the terms of DigitalSign CPS,
the terms of BT CPS shall control.]
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 CRL Distribution Points http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificateG2/LatestCRL.crl

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Basic Constraints IsCA: false

Extended Key Usage id_kp_timeStamping

Subject Key Identifier 42:8D:58:65:FB:83:63:9E:F8:55:77:B6:BB:94:B2:21:8F:73:17:7E

Authority Key Identifier 28:ED:49:3D:82:AD:59:97:11:41:6C:94:B3:B0:4A:B2:59:89:14:79

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 51:B6:56:75:D6:DA:57:69:BA:9F:2F:73:F5:8B:BA:4C:53:C9:4E:E7:7A:1A:62:5D:8E:04:E0:FB:C
A:D5:B0:87

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2014-10-15T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

URI [ pt ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

7.5 - Service : DigitalSign Qualified CA - G2

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service type description [en] A certificate generation service creating and signing qualified certificates based on the identity and other attributes verified
by the relevant registration services.

Service Name

Name [ en ] DigitalSign Qualified CA - G2

Name [ pt ] Digitalsign Qualified CA - G2 (EC-Certificados Qualificados)

Service digital identities

Certificate fields details

Version: 3
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Serial Number: 80811149735177971733479972391529313340

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: BT Class 2 CA - G2

Issuer  OU: VeriSign Trust Network

Issuer  O: British Telecommunications plc

Issuer  C: GB

Subject  CN: DigitalSign Qualified CA - G2

Subject  OU: Class 2 Managed PKI Individual Subscriber CA

Subject  OU: Symantec Trust Network

Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Thu Oct 24 02:00:00 CEST 2013

Valid to: Sun Oct 24 01:59:59 CEST 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:C2:64:23:04:AA:40:15:49:B0:F6:91:CC:A3:9A:07:4E:95:C1:35:42:0E:F8:61:3B:5B:23:EA:18:28:72:9F:7E:D8:11:64:
02:94:BB:64:2B:87:AD:56:53:0C:A3:16:5D:DC:B1:56:99:44:98:5C:5B:C0:70:CF:8E:7C:ED:93:B8:A8:CF:08:51:EE:A4:02:B9:3C:F9:80:C7:0D:B1:10:55:51:FC:05:C5:82:6D:42:13:4D:DB:BB:BB:E7:FE:AA:2A:C7:D9:98:E
3:A5:0A:4B:38:25:2C:63:CC:48:43:2E:9B:03:22:0C:AE:A1:B6:5B:21:35:99:03:EB:55:4D:6C:DC:1A:E1:B6:71:F7:75:4D:C5:EC:D4:29:35:C7:6E:15:AA:17:BA:C7:B6:A4:AF:0E:9C:05:B3:94:EA:35:0E:5A:D4:FB:AC:A8:C
0:59:D8:D1:4F:98:B3:AB:18:D3:B2:D6:9B:F7:6A:45:53:0A:DC:D4:69:D5:16:FC:B3:68:25:38:FD:6A:E7:39:AB:F0:F5:31:63:A0:BB:DD:51:C5:E4:D1:B1:7D:67:3F:23:99:49:67:52:22:BA:AE:B4:DC:8F:1D:68:8E:ED:D3:0
D:08:7A:09:92:77:79:C9:ED:B5:F0:8F:C6:0D:8F:D9:E8:33:2F:E3:1A:7E:5D:BA:9C:96:17:88:C5:02:03:01:00:01

Basic Constraints IsCA: true  - Path length: 0

Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.trustwise.com/cps

CPS text: [https://www.trustwise.com/rpa]

CRL Distribution Points http://onsitecrl.trustwise.com/BTClass2CA-G2.crl

Subject Key Identifier 28:ED:49:3D:82:AD:59:97:11:41:6C:94:B3:B0:4A:B2:59:89:14:79

Authority Key Identifier 6A:BB:05:7C:FD:DE:CD:E6:DB:08:CA:3B:D9:4E:24:3D:3B:57:B3:F4
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Key Usage: keyCertSign  - cRLSign

Thumbprint algorithm: SHA-256

Thumbprint: 87:A7:41:83:C8:30:A8:74:FC:36:1D:74:53:1F:C8:63:BB:0A:F2:63:63:AD:4B:5A:77:27:E5:BF:94:
B3:53:9F

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2014-10-15T23:00:01Z

Scheme Service Definition URI

URI [ en ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/

URI [ pt ] http://www.digitalsign.pt/ECDIGITALSIGN/cps/

7.5.1 - Extension (critical): Qualifiers [QCSSCDStatusAsInCert, QCStatement]

Qualifier type description [en] it is ensured by the trust service provider and controlled (supervision model) or audited (accreditation model) by the
referenced Member State (respectively its Supervisory Body or Accreditation Body) that all Qualified Certificates issued
under the service (RootCA/QC or CA/QC) identified in "Service digital identity" and further identified by the filters
information used to further identify under the"Sdi" identified trust service that precise set of Qualified Certificates for
which this additional information is required with regards to the presence or absence of Secure Signature Creation Device
(SSCD) support DO contain the machineprocessable information indicating whether or not the Qualified Certificate is
supported by an SSCD.

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCSSCDStatusAsInCert

Qualifier http://uri.etsi.org/TrstSvc/TrustedList/SvcInfoExt/QCStatement

Criteria list assert=all

Policy Identifier nodes:

Identifier 2.16.840.1.113733.1.7.23.2

7.6 - Service : DigitalSign TSA - G3 (Qualified TSA)

Service Type Identifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Service type description [en] A time-stamping generation service creating and signing qualified time-stamps tokens.

Service Name

Name [ en ] DigitalSign TSA - G3 (Qualified TSA)

Name [ pt ] DigitalSign TSA - G3 (Qualified TSA)

Service digital identities
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Certificate fields details

Version: 3

Serial Number: 47392994398766856972559882128249307288

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: DigitalSign Qualified CA - G2

Issuer  OU: Class 2 Managed PKI Individual Subscriber CA

Issuer  OU: Symantec Trust Network

Issuer  O: DigitalSign - Certificadora Digital

Issuer  C: PT

Subject  CN: DigitalSign TSA - G3

Subject  OU: Symantec Trust Network

Subject  O: DigitalSign - Certificadora Digital

Subject  C: PT

Valid from: Thu Oct 08 02:00:00 CEST 2015

Valid to: Fri Oct 08 01:59:59 CEST 2021

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:9E:0C:55:24:1F:EB:5E:CD:9A:F8:E9:10:BB:F8:25:46:C8:76:B6:B5:B7:CE:03:86:8D:2E:0C:2C:04:AC:9F:E8:73:40:4
8:80:27:82:FC:27:51:8F:17:92:E9:17:CB:98:11:CE:86:F3:EF:23:BD:FB:F3:3D:AA:84:2A:74:CC:C6:1D:CE:89:86:BC:1A:EC:15:93:7E:40:C0:4C:56:F9:2A:A5:A6:4A:DF:32:34:87:65:23:B7:0E:7E:FF:D6:16:1F:FB:55:C4:EF
:01:44:5E:FB:7D:11:18:9F:0E:97:BA:6D:61:60:B6:81:F0:E5:C1:05:CB:AC:FB:53:B7:A4:C7:A7:76:6E:19:8B:37:ED:C8:D6:C5:7D:F7:BB:A9:71:B1:3D:64:F9:4B:A5:70:E8:79:99:C5:6F:4B:06:EE:31:AF:E7:88:BB:75:FE:5
A:ED:51:78:06:01:5E:2D:DA:32:73:87:C0:FB:3F:8A:7C:A4:A7:6C:EE:D5:2D:B2:78:C7:41:96:85:37:5A:FB:92:FC:27:71:39:B4:0C:2C:5E:D9:2F:42:24:6E:3B:A5:05:F1:14:2D:FE:93:DD:21:FF:7D:E9:95:A5:CD:74:00:B7:1
0:42:5F:72:D4:5B:C3:83:1C:26:E8:C9:F5:A3:10:41:67:AE:35:A6:76:BD:7E:F5:CD:F2:0B:02:03:01:00:01

Basic Constraints IsCA: false
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Certificate Policies Policy OID: 2.16.840.1.113733.1.7.23.2

CPS pointer: https://www.digitalsign.pt/ECDIGITALSIGN/cps

CPS text: [https://www.digitalsign.pt/ECDIGITALSIGN/rpa]

CPS text: [In the event of a conflict between the terms of BT CPS and the terms of DigitalSign CPS,
the terms of BT CPS shall control.]

CRL Distribution Points http://onsitecrl.trustwise.com/DigitalSignCertificadoraDigitalQualifiedCertificateG2/LatestCRL.crl

Extended Key Usage id_kp_timeStamping

QCStatements - crit. = false id_etsi_qcs_QcCompliance

id_etsi_qcs_QcSSCD

Subject Key Identifier 5A:D5:52:ED:E2:5C:66:91:75:6B:26:CC:CC:39:59:89:1A:AF:65:36

Authority Key Identifier 28:ED:49:3D:82:AD:59:97:11:41:6C:94:B3:B0:4A:B2:59:89:14:79

Key Usage: digitalSignature  - nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: B3:C0:F2:80:55:68:42:7D:39:F4:87:47:BF:97:23:20:D7:99:A9:C8:53:FE:49:BE:27:04:81:D2:64:F7
:18:1F

Service Status http://uri.etsi.org/TrstSvc/TrustedList/Svcstatus/undersupervision

Service status description [en] The service identified in "Service digital identity" provided by the trust service provider identified in "TSP name" is
currently under supervision, for compliance with the provisions laid down in the applicable European legislation, by the
Member State identified in the "Scheme territory" in which the trust service provider is established.

Status Starting Time 2015-10-07T23:00:01Z

Scheme Service Definition URI

URI [ en ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

URI [ pt ] https://www.digitalsign.pt/ECDIGITALSIGN/cps

ETSI 2014 - TSL HR - PDF/A-1b generator

PORTUGAL  (PORTUGAL) - Trusted List ID: TrustServiceStatusList Page 79



 

8 - Signature node - Id: id-653015c928cef1e47e7dff6c017dc0fd

Signing Time 2016-03-11T18:23:18Z

TSL Scheme Operator certificate fields details

Version: 3

Serial Number: 81659973731202755291370554678841469747

X509 Certificate -----BEGIN CERTIFICATE-----
-----END CERTIFICATE-----

Signature algorithm: SHA256withRSA

Issuer  CN: ECCE 001

Issuer  OU: ECEstado

Issuer  O: SCEE

Issuer  C: PT

Subject  C: PT

Subject  O: Gabinete Nacional de Segurança

Subject  CN: PORTUGUESE TRUST LIST SCHEME OPERATOR

Valid from: Wed Sep 23 12:07:21 CEST 2015

Valid to: Wed Sep 23 12:07:21 CEST 2020

Public Key: 30:82:01:22:30:0D:06:09:2A:86:48:86:F7:0D:01:01:01:05:00:03:82:01:0F:00:30:82:01:0A:02:82:01:01:00:F8:D0:5F:65:1D:8E:BC:A2:AF:14:32:44:07:60:D8:12:E8:72:18:91:E9:68:92:41:E5:46:9B:BB:E1:CC:9B:B9:56:A5:A
6:81:91:B2:42:CC:83:54:0C:1A:33:EE:C6:6A:F5:10:51:7E:8D:D7:7E:CD:E3:A9:93:DA:C7:1A:B5:80:B1:F0:D8:17:2C:48:70:F5:4E:4A:57:02:9A:87:A7:61:F1:F1:25:AA:92:77:21:D5:34:1D:A8:4B:9C:64:CD:9F:DB:20:F5:0
2:BA:9A:25:46:98:8B:6A:EA:6D:27:8C:78:38:AE:04:A7:9A:70:CC:EB:28:70:68:E4:BA:BD:7D:14:20:95:09:0D:E5:B8:3A:B2:3A:21:20:C3:3E:50:89:EF:89:19:09:F3:4B:F6:F4:DE:D4:11:9D:5A:B6:80:48:D2:8A:5C:82:C3:
ED:8F:3F:6E:E0:9A:FE:93:F9:D2:0B:F4:12:2C:AF:9B:93:84:D9:A0:AB:A3:B5:61:D8:48:B6:28:53:08:07:21:99:F5:D7:09:A0:53:21:76:AD:B4:FB:D8:40:02:29:13:33:65:2C:EB:3E:91:E0:1E:06:48:FC:69:E2:3C:A4:2F:7F:13
:86:D3:89:69:50:55:3D:65:29:00:FC:8A:CE:84:C7:2C:16:C1:EF:D8:C4:56:94:A4:0A:1F:02:03:01:00:01

Basic Constraints IsCA: false

Extended Key Usage id-tsl-kp-tslSigning

Subject Key Identifier 95:1F:85:C8:6D:2A:17:D1:34:B9:50:2E:15:40:F7:03:18:0B:13:20

Authority Key Identifier E3:1A:D8:9A:0C:36:5A:D4:0E:23:AC:0E:98:6F:81:52:9E:2E:5D:05
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Certificate Policies Policy OID: 2.5.29.32.0

CPS pointer: http://www.ecce.gov.pt/dpc

Authority Info Access http://ocsp.ecce.gov.pt

http://trust.ecce.gov.pt/ecce-001.crt

CRL Distribution Points http://crls.ecce.gov.pt/crls/crl-001.crl

Key Usage: nonRepudiation

Thumbprint algorithm: SHA-256

Thumbprint: 4B:9F:7E:2D:F8:D3:5C:B7:39:05:81:FC:E1:6D:E3:56:B5:A3:9A:05:2A:00:B5:BC:51:59:9D:E9:59
:21:3E:C9
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